DATA PROCESSING AGREEMENT R4 RN

This Data Processing Agreement ("DPA") reflects the parties’ agreement with respect to the terms governing the
Processing of Personal Data on behalf of the Customer under any applicable written agreement between Customer and
Dynatrace governing the use of the Dynatrace Offerings (paid or otherwise), and any related order forms, attachments, and
statements of work (collectively, the “Agreement”). To the extent the parties have not executed a separate Data Processing
Agreement, this DPA will become effective as of the date the Dynatrace Offerings start as listed in the applicable Order
Form.

AEHRLIRIY (“DPA”) RERTHRIBUUATEAMAREFPEEN AZIBMENSEAR—H: BF5
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This DPA is subject to the terms of, and fully incorporated and made part of, the Agreement. This DPA shall replace any
existing data processing agreement unless otherwise explicitly stated herein. In the event of any conflict between this DPA
and any other provision of the Agreement with respect to personal data, this DPA shall govern and apply. Capitalized terms
used but not defined in this DPA have the same meanings as set out in the Subscription Agreement available at
https://cdn.dm.dynatrace.com/assets/documents/legal/Data-Processing-A greement-Chinese-Simplified-2025-01-07.pdf

7K DPA Y SFRAILIR, BrefMAIHNFRINNAI—ERD . 2 DPA UCETIIARIETEGEMY, BRIEAR
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https://cdn.dm.dynatrace.com/assets/documents/legal/Data-Processing-A greement-Chinese-Simplified-2025-01-07.pdf

1. Definitions. TN

(a) "APPI” means the Japanese Act on the Protection of Personal Information (Act No. 57 of 2003 as amended in
2016).

“APPI"ZISAA (MABBLRIFIE) (2003 F55 57 SikZ, 2016 F21T) .

(b) “Data Protection Law” means all data protection and data privacy laws and regulations applicable to Dynatrace’s
Processing of Customer Personal Data under the Agreement.

“BORRIFERZISIERAT Dynatrace {RIEMINAMNEE P ALGRAIFTEETERIP. SURERFAZEIEN.

(c) “Controller” has the same meaning given under the applicable Data Protection Law and includes “Database
Owner” under the Protection of Privacy Law of Israel and “Business” under the applicable US State Privacy Law.

“EHIT SEREIRRIFEENERN S XER, HEEIUEs (RRGRIFE) MERSdEFFTEE "
EFRRISEEM SZEEFAERIERY Rk,

(d) “Customer Personal Data” means any Personal Data submitted, stored, posted, displayed, or otherwise transmitted
by or on behalf of Customer in the course of using the Dynatrace Offerings; and excludes Personal Data (such as
Restricted Information) submitted, stored, posted, displayed, or otherwise transmitted by or on behalf of Customer
in violation of any provision of the Agreement and/or this DPA.
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“BPNANEEEZISEER Dynatrace FmfliRSHISIEFHEFHEMSNRZFRR. FiE &6, B
TEAEM S TUEERUET N ALGE, EREREIEEMAIEAR DPA S BEEFEEMSREF 1R
2. 7hE. K. Brsl RS ERREEANASIE (Fan-ZRER") .

(e) “Dynatrace Group” means one or more of Dynatrace LLC, a Delaware limited liability company, and its
Affiliates that may assist Dynatrace to provide the Dynatrace Offerings, and/or related support or
services, under the Agreement and this DPA.

“Dynatrace SEF] " BIEfFRI LM BIRFIEAT] Dynatrace LLC REXKEXA (E(]5J8EHEN Dynatrace $2H19Y
#07K DPA I NAY Dynatrace F=fafiRSS. F/EBXASTIFHRS) TH—=FKZ R,

(f) “Europe” means the European Union, European Economic Area (“EEA”), and/or their member states, Switzerland,
and the United Kingdom.

“RRIMZIERNER. BUMEFX (“EEA”) F/EMERIRRE. WmtfxE.

(g) “GDPR” means the Regulation 2016/679 of the European Parliament and of the Council on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation).

“GDPR" SR SABER SR TN ASGRIEMILSEE B RiRa s EmRF BAARISS 2016/679 S
O (CEREIREFRIPELD) .

(h) “LGPD” means the Lei Geral de Prote¢do de Dados Pessoais (General Personal Data Protection Act in
Brazil).

“LGPD”2$8"Lei Geral de Protecdo de Dados Pessoais” (EBFg (GERBEIEFRIFLY) .

(1) “Personal Data Breach” means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, or unauthorized disclosure of, or access to, Customer Personal Data while being transmitted, stored, or
otherwise Processed by Dynatrace.

“DASEMEE RIS Dynatrace (€51, FREEARMSTMEER AR RENZEMRE, SHER
PASRERITINTARERIS. FR. BN SoRERNAYKERIIR.

() “PIPL” means the China Personal Information Protection Law.

“PIPL"ZfEHFE (MABEBRIFE) .

(k) “Personal Data” means “Personal Data,” or “Personal Information” as defined under applicable Data Protection
Laws that Dynatrace collects or receives on behalf of Customer. Personal Data does not include information that
Dynatrace obtains or Processes independent of the performance of its respective obligations under the Agreement
with Customer.

“DAEGE 1S Dynatrace RERZFUIEEERIHIEREIRARIFERENI DA S IABE. A
$EAEFE Dynatrace FESEITESEZFETTRIMNI 5B XS T RANTIETIREEAMERYER.

(I) “Processor” has the same meaning given under the applicable Data Protection Law and includes “Holder” as
defined under the Protection of Privacy Law of Israel, and “Service Provider” under the applicable US State
Privacy Law.

“GIET5 SIERRVEHERIFEENERN S MAERE, HEEUeS (RRARIFE) MErI FFE A fiEmaIsE
BN ZRERA AR IRFSTRMR .
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3.

(m) “Standard Contractual Clauses” means the Standard Contractual Clauses promulgated by the EU Commission

(n)

(0)

()

(q)

Decision 2021/914/EU incorporated herein by reference as updated amended or replaced from time to time.
“TNESHFERIEMBERRESE 2021/914/EU SRNTHATRESLISRAR (LIARBSERT. E1TaEHRa0A
i) . BESIRMAANA DPA,

“Sub-processor” means Processors engaged by Dynatrace or members of the Dynatrace Group to enable Dynatrace
to deliver/provide the Dynatrace Offerings under the terms of the Agreement or this DPA.

“oRMBT5 238 Dynatrace Y Dynatrace SEEFE N REEIBEHILIETS, EBRIZE(FE Dynatrace BEIERIEIMY
A DPA BISFRR(T /AR Dynatrace = FRfliRSS.

“Supervisory Authority” means the government agency, department, or other competent organization with authority
over the processing of Personal Data relevant to this DPA.

“INEHH ZIEE IR E 52 DPA BRAI N ASIEMERIBUTI. S IEE b EERRA,

“UK Addendum” means the International Data Transfer Addendum to the EU Commission Standard
Contractual Clauses issued by the UK Information Commissioner’s office under SI19A (1) Data
Protection Act 2018, attached hereto as Schedule D, as updated, amended or replaced from time to time.

“REEH ZISAREERERDAERE 2018 F (ERMAIFE) 5 S119A() Fifhly (MEBZERAR
HEELSFEIRSIREHMG) (LIRSS, SITsE M) | (FAMR D T DPA,

“Business”, "Controller", “Consumer,” "Processor," “Service Provider,” "Data Subject", “Sell,” “Supervisory
Authority”, and "Processing" (and "process") shall have the meanings given under applicable Data Protection Law.

“aedle, RIS, EBEET. CIETT. CIRSRMET. IR, e "R BEAERREYE
CRIFIEERFTIR T RIS M.

Applicability of DPA and Parties’ Roles
DPA RUIERMS S HIAE

(a)

(b)

This DPA applies to Processing of Customer Personal Data by Dynatrace on behalf of the Customer to perform its
obligations and exercise its rights under the Agreement and this DPA. For the avoidance of doubt this DPA does not
apply to Processing of Customer Personal Data by Dynatrace as a Controller.

7K DPA &R T Dynatrace tHFE{TEAEMMNAIZA DPA N2 XSHUTHEEAEMNAIZA DPA T ZAFIRI BRI
AREFMEZFPDALLE. JEREENX, 7 DPA REMAT Dynatrace {E/EHIT IR ALGRIIAIE

°

Customer is a Controller or a Processor and Dynatrace is a Processor. To the extent applicable under Data

Protection Law, Customer appoints Dynatrace as a Processor to process the Customer Personal Data on Customer's
behalf.

BEFREHSEIESS, Dynatrace BAMET. HEEIRAIFMARIVEREER, =FSRE Dynatrace JIRHIE
73, LMUEREPMEEFP AR,

Processing of Customer Personal Data 2PN AZUEAISMER
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(a) The nature and extent of Processing Customer Personal Data by Dynatrace to deliver the Dynatrace Offerings is
determined and controlled by Customer and is supplemented by Schedule A. The nature, purpose and duration of
the Processing, as well as the types of Personal Data collected and categories of Data Subjects whose Personal Data
may be Processed by Dynatrace, are described in Schedule A to this DPA. Customer acknowledges that Dynatrace
does not have any knowledge of the actual data or types of Personal Data contained in the Customer Data. The
parties agree that the Customer’s complete and final instructions about the nature and purposes of the Processing in
connection with the Dynatrace
Offerings are set out in the Agreement and this DPA.

Dynatrace J932{% Dynatrace = iR SZTIAIEZ AN ASHERIE AT EERE A REMES], FIHR A
RFLARNFEIREE. A DPA RIBTR A ik TN ASIEAERIER. BRVAIRFEERTE, LARRTBER AZEERY
REEREEMRRIZER]. PN, Dynatrace X FPEIRFAIE N ABTRIISCIRETRSEEARRB. B3
[, ZFXT5 Dynatrace FiflIRSSTEXAILIRAIIERRA B AR RS e B S TR E THMMAN AR

DPA ,

(b) Any changes or modifications to the instructions shall be communicated in writing and acknowledged by both
parties. Dynatrace shall inform Customer if, in its reasonable opinion, Customer’s processing instructions are likely
to infringe any applicable Data Protection Law; in such event, Dynatrace is entitled to refuse Processing of
Customer Personal Data that it believes to be in violation of any applicable Data Protection Law until Customer
amends its instruction so as not to be infringing.

XX LSS TRANE I BN EE SN ABEZ BN, FESUTHIAL B, MR Dynatrace GEINAZE
FREIRAIE SR AT REE R TERRIEIRRIFAR, NAEMER, EXFERT, Dynatrace BRUE
EHITEIANNBEREHTEREIERAFAENEPIALIRGNE, BERIEFEREERERHBEE.

(c) To the extent Customer’s configuration of Dynatrace Offerings results in Dynatrace capturing Customer
Personal Data, Customer represents and warrants that, it will, at all times, comply with all applicable
Data Protection Law. As between Customer and Dynatrace, Customer is responsible for: (i) protecting Customer
Personal Data while using Dynatrace by configuring Dynatrace Data Privacy Settings as described at
https://docs.dynatrace.com/docs/manage/data-privacy-and-security (Dynatrace instructions on how to configure data
privacy settings) to granularly control the scope of Customer Personal Data to be captured by the Dynatrace
Offerings; (ii) the accuracy, quality and legality of Customer Personal Data, and the means by which Customer or
any relevant third-party acquired Personal Data.

FEZ %Y Dynatrace FP=RAIBRSSAIBCE S38 Dynatrace FERE PPN ASUBRIER T, BFAEBHRIEESR
BTRAIEREERRIFAE, £ Dynatrace ZI8), EFPRNHE: (i) E#F A Dynatrace A
BISECE Dynatrace UERSFAIRERRIFEFPDNASUE, FEE0
https://docs.dynatrace.com/docs/manage/data-privacy-and-security (Dynatrace BXYMAIEEHIEFRFAIR BRI
YFieBA) . LAXS Dynatrace F=RaflRSSHBRE P M ALGRACEE THEAES], () ZEPMASUEREHME
. FREEGEY, UREFESHIERE=T RN ASYERTG .

(d) If Customer is a processor acting on behalf of a third-party Controller, Customer warrants to Dynatrace that

Customer's instructions and actions with respect to that Customer Personal Data, including its appointment of
Dynatrace as another Processor, have been authorized by the relevant Controller.

NREFRRE=SEHITTRES, NZEF[E Dynatrace fRIE, EFHIZEFL N ABIRRISTAT
] (BFEENS Dynatrace IEEANR—HIETT) . EIREBENIEHTSAIR,

(e) Customer represents and warrants that: (i) it will inform its Data Subjects as legally required about its use of
Processors to Process their Customer Personal Data, including Dynatrace, including where required providing notice
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to Data Subjects about the use of the Dynatrace Offerings; (ii) it has obtained, and continues to have, during the
term, all necessary rights, lawful basis, authorizations, and/or valid consent from Data Subjects for the Processing of
Customer Personal Data by Dynatrace as contemplated by the Agreement; (iii) Dynatrace’s Processing of Customer
Personal Data in accordance with the Agreement will not violate applicable Data Protection Laws or cause a breach
of any agreement or obligations between Customer and any third party.

BEFFEBPARIE: () TFERREEEK, MEEEHEIEERLIES (845 Dynatrace) AMEZFA
ASIERIIER, BETERENEEIEEARMEXER Dynatrace P~ RANIRSSAIEA; (i) 3T
Dynatrace IZRRIMIGRABLMEEZ P PASEE, EFEEMMHARRGSHRERIE LERN

XA, BiEMIE. BIRFVEERER, (i) % /4 Dynatrace 7 MRS A2, FFHAZ T
Dynatrace, i S AR Ordridi il s Al A BTt idoml, Bl P S AR 2 = J5 Z 18] AR AT B3B3

(f) Customer will provide Dynatrace only with the Customer Personal Data necessary for Dynatrace to perform its
obligations under the Agreement with respect to the Dynatrace Offerings and any related services. Customer
acknowledges that the use of the Dynatrace Offerings does not require and is not suitable for the Processing of any
Restricted Information and will not, through its use of the Dynatrace Offerings, provide any Restricted Information
to be Processed by Dynatrace.

EFE{X[E Dynatrace IR EBERNEFPMASYE, LME Dynatrace BITEEIMYIN AKX Dynatrace F=ERFH
{HAERIRSBHIN S, EFEIA, A Dynatrace F=RIIRSZSAZELNESUHIEBEHIZIRER, FER
SIBISEH Dynatrace FRAIIRFIREHMTAISZIR(EE 28 Dynatrace 4ME,

4. Requests from Third Parties. 5=J5HIEK,

(a) Dynatrace Offerings provide Customer with functionality to access Customer Personal Data in order to assist
Customers with requests from Data Subjects exercising their rights granted to them under Data Protection Law
(“Data Subject Requests”™) or requests from regulatory or judicial bodies relating to the
Processing of Customer Personal Data. To the extent that Customer is unable to access the relevant Customer
Personal Data within Dynatrace Offerings or the access to Customer Personal Data does not provide sufficient
assistance to answer such requests in accordance with Data Protection Law, and where required by applicable Data
Protection Law, Dynatrace agrees, at the Customer’s request, to provide reasonable assistance to Customer, to
enable Customer to respond to Data Subject Requests or
requests from regulatory or judicial bodies relating to the Processing of Customer Personal Data under the
Agreement. If a request is made directly to Dynatrace relating to Customer Personal Data for which Dynatrace can
identify Customer as the Controller, Dynatrace shall without undue delay refer such communication to Customer
and shall not respond to such request without Customer’ express authorization. The foregoing shall not prohibit
Dynatrace from communicating with a Data Subject or regulatory or judicial body if it is not reasonably apparent on
the face of the communication that the request relates to the Customer or if Dynatrace has a legal obligation to
respond itself.

Dynatrace F=mfliRFZAEFRE T HREF N ASIERIIIE, EEIREAMRIRETRRIF AR TENAIMR
HIER (“BUREMRER") S ENRIETRESEFP NASIERGEERIERIIEI T, XEIEER

LAENE FETRIN Y SS. MNREFFESE Dynatrace F=RAIRSFHMBAZ A MALIE, Si&iHaE~
NSRRI R B BRI BRI RIF AR ERILESSER, AEREERESIRRIFEENE
X, Dynatrace AISNZFIEREEFRHEGIENSE, EZFEESMIMIT FRZR N ASIRGNIEEINEL
EERSRNIEENEATEREANER, 2RE Dynatrace BIIRBI/0iEH75 9% A EZ(F Dynatrace 12
SEP N AEIREXANER, Dynatrace MRIPSLESSBERIAEER, MELHUEE, FEREEZFHH
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BRINAMERINIEEER, MRNBERBTTLEGEFIBNZSRSEFAX, 8@ Dynatrace BiAENSH
1TEIRL, W EAREIHAZEL Dynatrace SEURFASISE R AN TIOE

°

(b) If Dynatrace is compelled to disclose Personal Data for which Customer is the Controller due to a request by a law
enforcement agency or other third-party, Dynatrace will give Customer notice of such request before granting access
and/or providing Personal Data, to allow Customer to seek a protective order or other appropriate remedy. If
Dynatrace is legally prohibited from providing Customer notice, Dynatrace will take measures to protect Personal
Data from undue disclosure, as if it were Dynatrace’s own Confidential Information being requested.

N5 Dynatrace EIFREH RS =5 RIEKMHIBIRES P/ Ho R N ASYE, Dynatrace 1$7ES
VRRRF/EERE N ASGEZAIEAER, LMEEPIRRIPSEEMEZATNY. MRERELE
Dynatrace [FE A HILZEEA], Dynatrace FREUBIERIP N ABIEABKASIKEE, BHURXIAF Dynatrace B
CHIEER—HF,

5. Assistance and Cooperation. Subject to the nature of the processing and the Personal Data available to Dynatrace and
where required by applicable Data Protection Law, Dynatrace will, upon Customer’s written request, provide
reasonable assistance and information to Customer, where, in Customer’s judgement, the type of Processing performed
by Dynatrace requires a data protection impact assessment, and/or prior consultation with the relevant data protection
authorities and provide reasonable assistance to Customer in complying with its other obligations under applicable Data
Protection Law relating to data security and Personal Data Breach notifications, to the extent applicable to the
Processing of Customer Personal Data. Customer shall reimburse Dynatrace for all non-negligible costs Dynatrace
incurs in performing its obligations under this section.

MBS EF. TRIBAIRAIMERA] Dynatrace ATERISHINAZE, LANRIEREUERIFIAEAIENK, Dynatrace 5L
BEFHIBEIER, EEFFIBT Dynatrace FUTHISMES BB THURRIPRIMI AL/ BB BB EER
FIERIER T, BEFRESENDEFES, FEERTERMTASRGEREER, mErREGEN
e, LMERETERESIRRIFAENEN SERER MM AR EERBRRRIEMN S, RN
Dynatrace ¥Mz Dynatrace {EB{TAT BRI X SR ERIFTEIF] ZHSHIZE .

6. Demonstrable Compliance. Dynatrace agrees to provide information necessary to demonstrate compliance with this
DPA upon Customer’s reasonable request. BJUEBBRYS R, Dynatrace BE, EEFPSEIEKT, HRHEVE(S
2, LUERSESFA DPA,

7. Audits and Assessments. BRITFIIF(E.

(a) Where applicable Data Protection Laws afford Customer an audit or assessment right and subject to the scope of such
right, Customer may carry out, upon Customer’s written request and up to once per year, an audit or assessment of
Dynatrace’s policies, procedures, and records relevant to the Processing of Customer Personal Data, in accordance

with applicable Data Protection Laws. fE&EFRIEIRRIPEAER FEFHITESIHSNF BB T IENFSEER
MERT, EFOEREBHERNERT, RIREREIRRIFER, MEEFNASIRLIERXN
Dynatrace BUER. 2RI THEITEHIT G, 8FHZ—IX.

(b) To request an audit, Customer must submit a detailed audit plan at least four (4) weeks in advance of the proposed
audit date to Dynatrace, which plan describes the proposed scope, duration, and start date of the audit. Dynatrace will
review the audit plan and provide Customer with any concerns or questions. Before the commencement of any audit,
the parties shall agree on a detailed audit plan, including fees, timing, scope of controls, evidence to be produced, and
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duration. If the requested audit scope is addressed in a similar audit report within the prior twelve months and
Dynatrace confirm there are no material changes in the controls audited, Customer agrees to accept those findings in
lieu of requesting an audit of the controls covered by the report.

BERTHEIT | FPLVERNAIEIT BERIE/DIERIT (4) B Dynatrace RAZ—{DIFARIERTH T,
IRBRIRIY AR B, SRR A HES. Dynatrace BHEEHRIHTY, FREFRBEIRERTHE,
FEFHREARTTZAT, T NHFERIETHTEAR— X, SFEEA. HiE. el EHRANEEN
FEEAYIE) WNRFMEKRAVRIBEEEZAD 12 MARREMETHREFEGW K, B Dynatrace HIARTERTTHHY
EHERRAEEARTE, WEFEEEZEFIHER, HHERHRETERAEHEIERERTHEIT.
(c) Any audit or assessment must be: (i) conducted during Dynatrace’s normal business hours; (ii) subject to the parties’
confidentiality obligations. If a third-party is to conduct the audit, the third-party must not be a competitor to

Dynatrace, and such third-party is subject to Dynatrace’s prior consent, and must execute a written confidentiality
agreement with the parties before conducting the audit.

HIEH TGP (i) £ Dynatrace IEREENVASEINGT; (i) BFNGRHRE XSS, WRBE=77HITH
it, ZB=73F15=2 Dynatrace FIFRFXIF, BIZFE=TMESTIES Dynatrace NEE, FHEHITHITRISN
FHEZBEREDN.

(d) Any audits are at Customer’s expense. Any request for Dynatrace to provide assistance with an audit is considered a
separate service if such audit assistance requires the use of resources different from, or in addition to, those required

for the provision of the Dynatrace Offerings. Dynatrace will seek Customer’s written confirmation that it will pay any
applicable fees before performing such audit assistance.

FrEEITE AR EFHRE, WNR1EK Dynatrace hENERITHEFER AR FIRHE Dynatrace F=GRflIIRSZFIHEN
TR, SRR Dynatrace P RFIIRFB TR RIRZ IMERRIEMZIR, NIZBEIEHEMAI—IEIEAIRSS.
Dynatrace J§EKZ P BEARSEH TSI Z RIS HHTERZEE .

8. Confidentiality. Dynatrace shall ensure that any person that it
authorizes to process the Customer Personal Data (including its staff,
agents, and subcontractors) shall be subject to a contractual, statutory
duty, or other binding obligations of confidentiality.

fREME, Dynatrace MIFRESZIUEEZF N ASERNEUAR (BFFERT. AENS8H) MBTSEE. &
EIASEEMMEBLIRDAYRE X5,

9. Security LZeiE

(a) Security Measures. Taking into account the state of the art, the costs of implementation and the nature, scope, context
and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural
persons, Dynatrace has implemented and shall maintain appropriate technical and organizational measures designed to
provide a level of security appropriate to the risk of Processing Customer Personal Data (“Security Measures”).
Customer confirms that Dynatrace’s implementation of the Security Measures identified at Schedule B is sufficient for
the purposes of complying with its obligations under this DPA. Notwithstanding the above, Customer acknowledges
and agrees it is responsible for its own secure use of the Dynatrace Offerings.

Refhit. EEFNMENIIAERA. SCiERd. R, jeE. ERMERN, LIRERASFEBARRE
BEMEANANEEIZEAINPE, Dynatrace BEMEHNAHFESAIAMIER LS, IURESHEZFMA
RN BIBLRNREKE (‘L) . A, Dynatrace SLERIREIEIE (FITHRB) &
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IABRREER DPAITFHINS. REBLIAE, BEFFAAARRE, HXWECH£ERA Dynatrace PRk
BhE.

(b) Personal Data Breach. Dynatrace will notify Customer without undue delay and no later than required of Dynatrace by
applicable Data Protection Law, after it becomes aware of a Personal Data Breach.
Dynatrace will promptly initiate an investigation into the circumstances surrounding the Personal Data Breach and
make its findings available to Customer. Dynatrace will endeavour to take all steps required by applicable Data
Protection Law to mitigate the effects of such Personal Data Breach. At Customer’s request and taking into account the
nature of the Processing and information available to Dynatrace, Dynatrace will take commercially reasonable steps to
assist Customer in complying with its obligations necessary to enable Customer to notify relevant Personal Data
Breaches to competent authorities and/or affected Data Subjects, if Customer is required to do so under applicable
Data Protection Law. Notification of a Personal Data Breach will be delivered to one or more of Customer’s
administrators by any means Dynatrace selects including via email. It is Customer’s sole responsibility to ensure
Customer’s administrators maintain accurate contact information on the online portal or as otherwise required by
Dynatrace in a written notice to Customer’s administrator(s). Dynatrace’s obligation to report or respond to a Personal
Data Breach under this Section is not an acknowledgement by Dynatrace of any fault or liability with respect to the
Personal Data Breach.

MABIEMEE. £ Dynatrace SRERENALUEMEES, Dynatrace MEFTHIEERLIANR TEREURERIFE
FREKRIBIBRIEANIZ . Dynatrace NI BIXIEIS N ASIEMBRIBRARITAR, FISREERREMEE.
Dynatrace 1§/ IREUEBEURRIFAFEKRIFTEIEE, BRI ASIEHERNRIE. NEFES

K, FEEERMRAIMRF] Dynatrace FAI3XISAYSR., Dynatrace FEBITHENSANSTES, FREEL LS
BRI TaIRMENER, EEFREBREX T AR HEENEETWIAN/ R MEEER (NRERN
FRRIFEREEREZPXEY)  NASBIEHERIERNGET Dynatrace IFRYHISR (BEETREF
BR) AREEEFR—ESMNEER., EFNETREHREFIEERE P ML CEEER
Dynatrace {52 P EERAIBEENTRIBITER, REEMHIVELXRSS. Dynatrace IRIBAFZMENT AR
TR TR SR X S HAMIBL Dynatrace FIA SN ASIEMES KT ke =T,

10. Sub-processing 43
QR

(a) Customer gives its general authorization to appoint members of the Dynatrace Group as sub-processors under this
DPA and authorizes Dynatrace and members of the Dynatrace Group to engage further Subprocessors. A current list of
current Sub-processors for the Dynatrace Offerings is available at https://www.dynatrace.com/company/trust-
center/customers/subprocessors-dynatrace-services/. To be notified of new Sub-processors or changes in Sub-
processors, Customer must register for notifications available at https://www.dynatrace.com/company/trust-
center/customers/subprocessors-dynatraceservices/ (“Data Protection Notices”). Dynatrace shall update the Sub-
processor List to reflect any addition or change in third-party Sub-processors not less than thirty (30) days prior to the
effective date of the change. Customers that have subscribed to get updates to the Sub-processor List will be notified
of the change.

EFIEF—I—H#IEN, $8%E Dynatrace SERIIE FAURIFANZA DPA TN FRIDANEETS, F70iF Dynatrace F1
Dynatrace S N REEFIHF—H 0954 EF, Dynatrace FERFIIRSBAILBIO MBS IR EE (“Okt

HHEE”) HTF https://www.dynatrace.com/company/trust-center/customers/subprocessors-dynatrace-

services/, FEARSHHID IR B AIETERIER, ZFWIE
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https://www.dynatrace.com/company/trust-center/customers/subprocessors-dynatrace-services/ (“EBE{RIERD)
AR, LURBUSSER]. Dynatrace NAESYMEATEEMFIEMERI=1 30) REFHDWUEABER, LR
RSE=A o IESRIHIFIESREE. 1587 MRS B REHRINE BN R ST ERIER].

(b) To the extent required by applicable Data Protection Law, Customer may object to the processing of Customer
Personal Data by any newly appointed Sub-processor on reasonable grounds relating to the protection of Customer
Personal Data and shall inform Dynatrace in writing within fifteen (15) days after notice of the changes are posted on
the Sub-processor List, setting out the specific reasons for its
objection. Customer’s objection must be in writing and provide commercially reasonably justification for the
objection, based on reasonable concerns concerning the proposed Sub-processor’s practices relating to data protection.
Following an objection, the parties will then work together in good faith to address Customer’s reasonable objections
and proceed with the change in Sub-processor. If an agreement cannot be reached within fifteen (15) days of the
objection, at Dynatrace’s option: (a) Dynatrace will instruct the Sub-processor not to process Customer Personal Data,
which may result in a Dynatrace Offerings feature being suspended and unavailable to Customer, or (b) Customer may
immediately terminate this DPA and the Agreement and Dynatrace will promptly refund a prorated portion of any
prepaid fees for the period after such suspension or termination date. If no objection is received by Dynatrace within
the time period specified above, Customer shall be deemed to have approved the use of the new sub-processor.

HERERIFEEERITCEER, NREFETSHEHRYBHIEES MRS MEER AR,
NURZTE Dynatrace FED MBS R EAHEEFHH (15) RRLABEAZUEHN] Dynatrace, inBEERIIHIE
FRE. ZFPHRSERDRABERIGRE, FHRAERE ESENRER, XERRNETUERNSD
SEESTEHIRRIFSEENGERL. RERWE, SONERE!E, LEREFINGERMEN,
TR RIER, MRS TEERERNENE TR (15) RAMEFRRSEIAR—E, N
Dynatrace N EfTHURLATRRIFPARRIINAZ —: (a) Dynatrace FHERD MBS AELMIEEFR M ASUE, XAT6E
SE{ Dynatrace F=mflIRSINRER LIS ATAER, (b) RIFEFMAMELEA DPA FIMY, FE
Dynatrace &N HZLLHIRIE BT S Sa L1 HHR 2 FRRTIERRAMETI2E A, GN5R Dynatrace £ LIAKL
TERHARARKENHTRIIER, NN % e EERFIO RS,

(c) Dynatrace shall: (i) enter into a written agreement with each Sub-processor containing data protection obligations that
provide substantially similar appropriate contractual obligations but not less restrictive than those set forth in this DPA,
to the extent appropriate to the nature of the service provided by such Subprocessor; and (ii) remain responsible for
such Sub-processor’s compliance with the obligations of this DPA and for any acts or omissions of such Sub-processor
that cause Dynatrace to breach any of its obligations under this DPA.

Dynatrace N2: (i) SEMDEELSETHEEMY, ETPESEIEFRIFNS, Ezo MRS RHAIIRSMERIER
APEEA, RHIGRINSSZA DPA PRIERINMSERRU, EREIERSET A DPA REIHIE; (i) 524
Xz RIEFTIETFA DPA BN SSLARIZ AR5 S Dynatrace 3B ETEA DPA TU MERI X SSHHEAE/EL
MBS,

11. Deletion of Customer Data on Termination. Following termination or expiry of the
Agreement Customer Personal Data will be deleted within thirty (30) days, or, at the
choice of customer, returned, except as required to be retained by applicable law or
to the extent archived on back-up systems, in which case the terms of this DPA shall
survive.
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22 PR PEUREROIMIRR. MINRIEEEIRE, ERMABIRGE=T (30) %Wﬂﬂﬂ&% EE&RE\%FE’\J&%‘EE
(EERERERRBNEIRE DR FAERIEIERRIN, ELERX T, & DPA SRR,

12. International Data Transfers ZUEISIE(EH)

(a)

(b)

Customer authorizes Dynatrace and its Sub-processors to transfer Customer Personal Data across international
borders, including without limitation from the EEA, UK, and/or Switzerland, Israel, and China to the United States. If
Customer Personal Data originating from the EEA or Switzerland is transferred to a country that has not been found to
provide an adequate level of protection under applicable Data Protection Law (‘“Restricted Transfer”), the parties agree
that the transfer shall be governed by the Standard Contractual Clauses that are hereby incorporated by reference into
this DPA as follows. The signatures on this DPA or the Agreement constitute signing the Standard Contractual Clauses
and any annexes attached thereto. When the transfer of Customer Personal Data from Customer (“Data

Exporter”) to Dynatrace (“Data Importer”) is a Restricted Transfer and Data Protection Laws require that a valid
transfer mechanism be put in place, the transfers shall be subject to the Standard Contractual Clauses.

EF M Dynatrace REDIIESEBIREREFAMIALIE, SEERRTAMEFX. RE. kL. LUEs)
. PEEHRISEE. WBRTEINEST Xedn THEP N ASRERE— A RIEEREERIF R R A
RHAIFKENER (“RREE")  WORE, WSERRINESHOFINE, ESHOFELLETS]

FAMI#RNA DPA, 1EZK DPA BiffMY ERIERMRRITRESLIFIR MMM FRIEE. WAER (&
#ESH75") H Dynatrace (“EUESAT”) ERIEPNASIERTZIREHBEERIFAREEREIEN

RUEEALE], MULESHMERMNIETFIRESLIRN.

The Standard Contractual Clauses shall be completed as follows: FRESLIFZAMAMNTTIN TR :

i Module Two will apply (as applicable); #&R 2 &R (WHER) ;

ii. In Clause 7 (Docking), the optional docking clause will apply; {E58 7 % (X41%) &, BENEIXHESRIEE
R;

iii. In Clause 8.5 and Clause 16 (d), the certification of deletion will be provided upon data exporter’s written
request;

£55 8.5 /058 16(d) F*h, NEWESHSRIBEIER, RHEHMFRIER;

1v. In Clause 8.9, the audit right shall be carried out in accordance with Section 7 of the DPA; E5E89%h, M
TRYE DPA 58 7 SZHUTERIHIY,;

v. In Clause 9 (Use of Sub-processors), option 2 “General Written Authorization” for subprocessors shall apply
and the time period for prior notice shall be as set out in section 11 of this DPA;

£56 9 5% (DTS RIAER) EF', I 2 $TXID RIS R — AR PERNFMNIER, BSAERR

\EJEARRIANA DPA 55 11 £%FF
Vi. In Clause 11 (Redress), the optional language shall not apply; {E58 11 5% (¥0%F) &, TiGESAER;
vii. In Clause 13 (Supervision), the competent supervisory authority shall be the Commission nationale de
I’informatique et des libertes (CNIL). f£58 13 &% (I8E) 1, FERBIERAZEEREERSBHE
R2 (CNIL),

viii.  In Clause 14 (f) and Clause 16 (c), the termination right will be limited to the termination of the Clauses;
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E58 14(f) /A0 16(c) =, ERIMUNRTLIFENEK;

iX. In Clause 17 (Governing Law), the Standard Contractual Clauses shall be governed by French law; f£55 17 £%
(BERERE) B, WESHFRNZZEFRERE,

X. In Clause 18(b) (Choice of Forum and Jurisdiction), the parties agree that disputes shall be resolved before the
courts of France;

£55 18(b) & (FIAHAIEREMNAILRE) F, WSEEFNNIRZEEEBEHR

xi. Annex 1 of the Standard Contractual Clauses shall be completed with the information set out in Schedule A of
this DPA,;
FREA IR —RIAN A DPA OB A ELBBR0ISE,
xii. Annex 2 of the Standard Contractual Clauses shall be completed with the information set out in Schedule B of

this DPA; and
TNESLISEFEIME ZRAMFEA DPA RYFHR B PBBRYER; LUK

xiii. A new Clause 1 (e) is added to the Standard Contractual Clauses which shall read: “To the extent applicable
hereunder, these Clauses also apply mutatis mutandis to the parties’ Processing of Customer Personal Data that
is subject to the Swiss Federal Act on Data Protection. Where applicable, reference to EU Member State law or
EU supervisory authorities shall be modified to include the appropriate reference under Swiss law as it relates
to the transfer of Customer Personal Data that are subject to the Swiss Federal Act on Data Protection and the
Swiss Federal Data Protection and Information Commissioner as the supervisory authority under these

Clauses.”. FREGLIFIFIEE 1 (o) 5, RBWT: “EAERFEERN, XEFHRIELREFBE
RTEimTEFE (BIRRIFE) RIS HNIER N ASIERINE. EERRY |EEIR-F XHERER PR R E]
IREREERBR I ETWIRYS |BADHTIEN, IERRLEETHESSIA, BNCERZRLIEFS (8
FERIFE) ERIEPDAZENER, IR ETBHSURRIFIE S ERIF ARSI THIEENIY

2
o

(c) To the extent Dynatrace’s provision of the Dynatrace Offerings involves the transfer of Customer Personal Data
originated from the UK to a third country that has not been designated as providing an adequate level of protection for
Customer Personal Data under the Applicable Laws in the UK, the Standard Contractual Clauses shall: (i) be used and
completed as set forth in section 13; (ii) a new Clause 1(f) is added to the Standard Contractual Clauses which shall
read: “To the extent applicable hereunder, these Clauses, as supplemented by Section 13, also apply mutatis mutandis
to the parties’ Processing of Customer Personal Data that is subject to the UK Data Protection Laws; and (iii) the UK
Addendum shall be completed as follows:

4NER Dynatrace $2f4HY Dynatrace 7= ERAIARSS i RASIRTRERIZ P AR ER IR REEREEAES
X]‘EF'/\A’;!‘SGE%E{#\E@?{%PE’J% B, W) MERRESLIFRA TS 13 FHIRE, (i) EinE
RISFAFARINFRRISE 1() &, BTG KR 13 4 E’JMZEE%%EHE% (i) FRESLIFFRFIESS 1 (o)
&, ABUT: “EXEREER, 2% 13 FHIFIREERE Bt ERT R R EEIER
IFEARERNEP O ALIRIIE; (i) (FREERN) F.\“L%I\?EilD'FP\]%?:

1. Table 1 of the UK Addendum shall be completed with the information in Schedule A.
(SREIEAN) ROZR 1| NrhFEbftR A PRYEE.
il. Table 2 of the UK Addendum shall be completed with the information located in Section 13 (c) of this DPA.

(SREMEN) IR 2 NAhFEAS DPA 55 13(c) RPHIESR.

iii. Table 3 of the UK Addendum shall be completed as follows:
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(EEIENY HI3R 3 NN TAR:
1) The list of parties is set forth in Schedule A; ZHHNZEBEEH TR A;

2) A description of the transfer is set forth in Schedule A; B XEMATEIAZE TR A;

3) A description of the technical and organizational measures is set forth in Schedule B;

BREAEMARMHEAEAET IR B;

4) The list of sub-processors is in section 11 of this DPA; 34MESZERE T DPA 5§
11 £%;

5) For purposes of completing Table 4 of the UK Addendum, both the importer and the
exporter may end the UK Addendum as set out in Section 19 of the UK Addendum.

HIES (RERE) R4S, SADNSHAEARR (GREE) 5 19 FEOMELLE (RER
VAR

(d) To the extent Dynatrace’s provision of the Dynatrace Offerings involves the transfer of Customer Personal Data
originated from China to a third country that has not been designated as providing an adequate level of protection for
Customer Personal Data under the Applicable Laws in China), Customer shall be responsible for fulfilling all the
following obligations for exporting Customer Personal Data (where Customer is the Controller) or ensuring that all the
following obligations have been fulfilled by the relevant third-party controller (where Customer is the Processor):

4NER Dynatrace $2f4tHY Dynatrace 7= ERA0IARSS i RAGSIRT P ERIZ A ASIRER IR T EERERAES
NEFPNASIERMBBRIFINE=E, NEFNASETIUATEXREOZRNASIENRENS (EEH
FEHGRIERT) | SEREXE=SEFHLERITIUTIENS (EEFAMESRIERT) !

i informing the individuals of the name and contact information of the overseas receiving party of
Customer Personal Data, the purpose and means of the Processing, the categories of Customer Personal Data,
and the methods and procedures via which the individuals may raise requests to exercise the rights to Customer
Personal Data with the overseas receiving party of Customer Personal Data;

SRR ASIESINZROTI N ABIRHERRER. AMEBRIFIE. B ASIERSS], LR
PAFATEZ P ALGRNFEE RN ASESINRROS IR BRI AAMER

ii. securing a lawful basis for the export of Customer Personal Data, and where consent of the individuals is the
lawful basis, obtaining separate consent of the individuals;

WREOZPPASBIRNGIAKE, RGEERTARR, WNAEHS N ARISRRER;

iil. conducting a personal information protection impact assessment on the exporting of Customer Personal Data;
and
HEANASIERIE OB T IAGERRIPRIEN S, LR
iv. adopting the appropriate safeguard measure required by the PIPL and accompanying administrative

regulations (i.e., passing the government security assessment, filing the executed standard contractual clauses
or obtaining the certification) unless exemption applies.

K (N ABUERIFE) (PIPL) FIABRITECEAEKAIESRIERIE (Hl0, BYBRRZEIHE. 2
REHUTHINESLIFEERSIAILE) | BRIEEREAR.
(e) In addition to the foregoing, if a Supervisory Authority adopts, updates or replaces any standard contractual clauses or

similar data transfer mechanisms, Dynatrace reserves the right to adopt an alternative compliance standard to replace
or supplement the Standard Contractual Clauses or the UK Addendum for the lawful transfer of Personal Data, or add
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new data transfer mechanisms for other countries, provided these are recognized under Data Protection Law.
Dynatrace will provide thirty (30) days advance notice of the adoption of the alternative compliance standard to
customers who subscribe to Data Protection Notices. The variation will automatically apply as set out in Dynatrace’s

notification at the end of the notice period. fR_ EIARIESN, WRIEENINORA. FEFHaBUHIRES LR
FURIEHRELE], Dynatrace fRERABMUSIIRELERAE*N T (TNESHR) 5 (CREE) B9
NF, LMESHEERNAZEE, SETNEAERIEMFRIEIRENIS, FiRRXEASISEEUERP AR
HYIAR], Dynatrace FHERI=1 (30) RAL] HEGRRIFBANZE PRARBENESHMERER]. EEAHA
LAY, WETEREEMHRER

Dynatrace JBXIEBARIREEF.

(f) In the event of any conflict or inconsistency among the following documents, the order of precedence will be: (1) the
Standard Contractual Clauses (provided however, Processor may appoint Sub-processors as set out, and subject to the
requirements of, Section 11 of this DPA) or a similar mechanism required by applicable Data Protection Laws
specifically for international data transfers; (2) this DPA; and (3) the Agreement

MBIz BB EHIhsRaA—2, HIUEIFS: () inESHER (BRESRRA DPA S 11 &
FMEMEKIEESMNET) SERSIEFRIPEEE ETISIREEEErEKRAIZHNIE; (2) & DPA
7 (3) il

(g) To the extent Dynatrace transfers Customer Data originating from and protected by applicable Data Protection Law in
Brazil, Dynatrace shall comply with the principles and rights of Data Subjects and the data protection obligations
provided in the LGPD.

NER Dynatrace {&HIRYE P EGRIRE B ZERRBIRREIRARIFARIRIP, Dynatrace MiESF LGPD HFHIE
RUEEREERRIRUIFIINA, FETFEPNERIEIERIFNS.

(h) To the extent Dynatrace transfers Customer Data originating from and protected by applicable Data Protection Law in
Japan, Dynatrace shall comply with the principles and rights of Data Subjects and the data protection obligations
provided in the APPI.

YNER Dynatrace f&IRYE P EGERE BAHZERN B A EIRMARIFEARRIF, Dynatrace RESF APPI FHIE
RUEEREERRIRUIFINA, FETFEPNERIEIERIFNS.

(1) To the extent Dynatrace’s provision of the Dynatrace Offerings involves the transfer of Customer Personal Data
originated from Israel to a third country that has not been designated as providing an adequate level of protection for
Customer Personal Data under the Applicable Laws in Israel), Customer shall be responsible for securing a lawful
basis for the export of Customer Personal Data. For clarity, this DPA constitute as Dynatrace's written obligation for
adopting the appropriate safeguard measures required by the Protection
of Privacy Regulations (International Data Transfer), 2001. For the sake of clarity, the obligations in this DPA are
deemed sufficient by the Customer to facilitate the transfer of information outside the Israel in accordance with
Regulation 3 of the Privacy Protection Regulations (Transfer of Data to Databases Outside the Borders of the
Country), 2001.

NER Dynatrace $2{#HYJ Dynatrace F= AR IS RAGREABSIRIZ P ASIRERZIRKIABIIERERE
INENNEP T ASIRREEBRIFNGE=E, NEFNAEREEPMASELONGIEKTE. 78RR
W, 7 DPA #3BK Dynatrace 5REX 2001 5 (EeRACRIPSAI (BUREISIRICH) ) FrERASESRIEEEAIRE X
. NBRIHEN, ZFFIAEZA DPA RN SELMBHIRIE 2001 F (FRRAGRIPSA) 563 & (MiRINUER
EaEE) BERERZILIETISI,
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13. Supplemental US State Privacy Laws Specific Terms. SEEMNIZFSFA
AN E SR

(a) The definition of “Applicable Data Protection Law” includes US State Privacy Laws. “US State Privacy
Laws” means all state laws relating to the protection and processing of personal data in effect in the United States of
America, which may include, without limitation, the California Consumer Privacy Act, as amended by the
California Privacy Rights Act (“CCPA”), the Virginia Consumer Data Protection Act, the Colorado Privacy Act, the
Connecticut Data Privacy Act, and the Utah Consumer Privacy Act.

“IE SRR AR RIE X BIEEEM R FAE. “SEEMIRFAE RIEEEEEMAIS N ASHERIFA
SMERBRRIFTEMNILEE, HEPaeaEERNRTE (INFERIMERFAMEE) (“CCPA™) {21TRI €N
FRRIMEERERFANE) MREMMASKNERERAE, EEMERT, SRS ARHTET.
FeE B

(a) Where Dynatrace processes Customer Personal Data subject to US State Privacy Laws, Dynatrace is a
“service provider” or “processor” (as applicable) when processing Customer Personal data. Customer
discloses, or otherwise makes available, Customer Personal Data to Dynatrace for a limited and specified
purpose of providing Dynatrace Offerings in accordance with the Agreement (the “Purpose”). Dynatrace

shall (and will require that its Sub-processors):
£ Dynatrace 1R4E £ [E MIFEF IR P NASIRIER T, Dynatrace FEMER PN ASHER 2RSS RM
] 17 ( gn & A ) &k i 73
. ZF[A Dynatrace IXEREIARMAS TR P NASIERNER, (IRTEBRANIGRHA DN RETIAR
Dynatrace
FrERARRSS (LATERR "BREY” ) o Dynatrace N (FHEEXREDLET)

1. comply with obligations applicable to it as a service provider or processor under US State Privacy Laws ;

ST [E M FEAAE L E E FH T A I SR B (& D ARBET7 K 355
ii. notify if it can no longer meet its obligations under US State Privacy Laws ;

ANRTCTER S JEAT S N BRI IUE A L 55, IR 38

iii.  not “sell” or “share” (as such terms are defined by the CCPA) Customer Content or retain, use, or disclose
Customer Personal Data: (1) for any purpose other than the Purpose, including retaining, using, or
disclosing Customer Personal Data for a commercial purpose other than the Purpose, or as otherwise
permitted by US State Privacy Laws; or (2) outside of the direct business relationship between Customer
and Dynatrace; or, unless otherwise permitted by US State Privacy Laws , not combine Customer Personal
Data with Personal Data that Dynatrace receives from or on behalf of another business or person, or that it
collects from its own interactions with individuals, unless such combination is required to perform any
business purpose as permitted by US State Privacy Laws.

AUERT, FHESHNE (XEANENENI CCPA) EFAE, MRE. FRATKEZF A
R () HTBrIZHMY
HAER, SFAET BV E SSEMERZERFRIRM BRI BRITIIREE. ERAEIRES

FAA
#4E, 8k () FEZ ] Dynatrace Z[AIRIERRIVSS KRS, BE, FRABCEINEAIZRTF, BUAR
55

BEPNAEIES Dynatrace WAV E N ABHREMEEIE N AMEIRI N AR Dynatrace
MNEESESN ANENFRENNASIRHITEFH, BRARWSEEHRN T LMK FMERL (85
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HiEfa
F0) BInFIERIMESRARIFA BT RS ZR AT AT F R TR L B /Y.

iv. Customer will: (1) upon notice, have the right to take reasonable and appropriate steps agreed upon by the
parties to help ensure that Dynatrace Processes Customer Personal Data in a manner consistent with
Customer’s obligations under US State Privacy Laws and to stop and remediate unauthorized Processing of
Customer Personal Data by Dynatrace Processing of Customer Personal Data by Dynatrace; (2) notify
Customer if it makes a determination that it can no longer meet its obligations under US State Privacy Laws
in relation to Customer Personal Data

B (D) fEcEE G, ARCREORARENAEEELMERE, AR Dynatrace LIF &
FEEINEEAIERLE K7 7 ST AL B A N B, IR 1B AT Dynatrace ARSI %
FAN
BAREIAT I (2) Ak Dynatrace B HIGIEFHEAT LEIM ERRVERE BIME IR IR BERIRI LS5, H
AN F 5P NEHEAR, R IE
M,

v. Dynatrace acknowledges and confirms that it does not receive Customer Personal Data as consideration for

any Offerings provided to Customer. Dynatrace certifies that it understands and will comply with its
obligations under US State Privacy Laws.

Dynatrace FIAFRIA, EASBEKEFP N ASUEEAEZE FRAEH T mAIRSHIRHN,
Dynatrace UEBBEIRRRFHIGIE T L E MM B IEMERIN S .

5 Miscellaneous EftBE

(a) Except as amended by this DPA, the Agreement will remain in full force and effect. Any amendments to this DPA
shall be in writing duly signed by authorized representatives of the parties.

(a) BREZZR DPAEITHM, WHUNHIRIFERI. 974 DPA BUFHEHE TN ABER DT, FHHENGERE
FEELT B,

(b) Notwithstanding anything to the contrary in the Agreement or this DPA, each party’s and all of its
Affiliates’ liability, taken together in the aggregate, arising out of or related to this DPA, any order or the
Agreement, whether in contract, tort or under any other theory of liability, shall remain subject to the ‘Limitation
of Liability’ section of the Agreement, and any reference in such section to the liability of a party means the
aggregate liability of that party and all of its Affiliates under the Agreement and this DPA, including all Schedules
hereto. Dynatrace shall not be liable to Customer for indirect or consequential loss or damage, loss of profit, loss of
sales, loss of business, loss of anticipated savings, loss of or damage to goodwill, or otherwise in each case whether
direct or indirect which arise out of or in connection with this DPA. Without limiting either of the parties’
obligations under the Agreement or this DPA, Customer agrees that any liability incurred by Dynatrace in relation
to the Customer Personal Data that arises as a result of, or in connection with, Customer’s failure to comply with
its obligations under this DPA or applicable Data Protection Law shall count toward and reduce Dynatrace’s
liability limit under the Agreement (or if applicable, under this DPA) as if it were liability to the Customer.
Notwithstanding anything to the contrary in this DPA (including, without limitation, either party’s indemnification
obligations), neither party will be responsible for any GDPR fines issued or levied under Article 83 of the GDPR
against the other party by a regulatory authority or governmental body in connection with such other party’s
violation of the GDPR.

REMNEA DPA FEEABRAINE, B—HAREMBXREKGEA DPA, thXE(HTITEAS RIS
ZHEXEE, E640. REFMUTHSHIEMEERNGE, REGFRIHBMEST YA SIER
B, AETPY—AEENHIRMIREZIT RERE RS EMNAIA DPA  (BEFEHR)
RIS EE. Dynatrace XIEFEIMNE [EEAISSIMNERAIEHZEGRIEAHRKREIRE . FIEREK.
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HERK, WSHRK, THIZATERIRE. BEIRKEIRE. SEMETER THERSEZRKEIR
EMAFIERE, ERREEHT—AEMYEAR DPA ITFYESHER T, ZEPEE, NREZFKREEE
STHEAEZ DPA BUEREIRRIFERIT FIINXSTEZHBXMI Dynatrace BESEF N ASGRERAUET
=E, BT AFEMIE Dynatrace FEMMVITT (BAISRER, £4 DPALNT) RISHIERRER, BUAIREILLSE
REREFEME. KTieA DPA FEEEEHTHERAE (BEEFRTEI—SRIIBENS) , Tk
ENVIEERAIIRIE GDPR 58 83 FXJ—75FFHEHEKAYSHIER GDPR H8XHI GDPR $i€, HB—7513
FEPERE.

(c) This DPA will be governed by and construed in accordance with governing law and jurisdiction provisions in the
Agreement provided that the Standard Contractual Clauses will be governed as set out in section 13 of this DPA.

X DPA Y FRTA SR AEIEESINENER, FHERHITHRE, iERINESHSRIIERRER
7N DPA 55 13 FREIME.
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SCHEDULE A Mf§&
A

DETAILS OF THE PROCESSING #bMBiFE

Description of Data Exporter

RS

The data exporter is the entity identified as the “Customer” or “Dynatrace”, as the case may be in case of any Sub-
processing, in the Data Processing Agreement in place between data exporter and data importer and to which this
Schedule is appended.

HIESHARIEEHESEASEIESAL ST (BUBGENY) (RMRMFZIMYZE) FPHEHIAS
“Z 8 ‘Dynatrace”HISLAR (RO MEHRIBERTE) -

Description of Data Importer

RS NI

The data importer is the entity identified as “Dynatrace” or a duly authorized Sub-processor in the Data Processing
Agreement in place between data exporter and data importer and to which this schedule is appended.

HIES NS REHIESHA SHIESALETH (FUBLIEMY) (RN ZE) FHEAS
“Dynatrace” B IE TR EY 2 B TS HISEIR,

Subject Matter and Duration of the Processing

WISE NN NN S SR 1]

The subject-matter and duration of the processing is as follows:

ISE NN NN S SN [T

As between the parties, Customer shall be the Controller of certain Customer Personal Data provided to Dynatrace
by Customer in connection to its use of Dynatrace Offerings. The duration of the processing shall be the term of the
Agreement.

BEBLINSME, W THEFRMLS Dynatrace Y, SR Dynatrace 7= RAIARSHERAIFELEZ AP ALIE
, BRNJEST. AIRAURHERRS RN M AE SRR,

Purposes of the Processing

ALERIERT

The processing is necessary for the following purposes: tHFLA T BRVSEEH1TE:

To enable Dynatrace to provide the Dynatrace Offerings to Customer and exercise its rights and
obligations under the Agreement. {§f Dynatrace BEfS[A1Z F#2{t Dynatrace F=RFIIRSFHITHEEED

I RIAIFIN S,

Data Subjects

HHEEIR
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The data subjects may include: (i) users authorized by the Customer to use the Dynatrace Offerings and (ii) users
of or visitors to Customer’s monitored applications and/or websites (including but not limited to the Customer’s
employees, customers or clients, agents, contractors, and advisors) as determined in the Customer’s sole discretion.

HURTIRATREEIE: () FEE P ITIEA Dynatrace F=RAIRSBEOFRF,; (i) BRI iR FIERH
FMEEAFSISEE (BEENRTEFNER. BFREME. KEA. REEMME) AP
HaENSHBEFETAE.

Type of Personal Data

NS

Customer is required to provide certain Personal Data in order to use the Dynatrace Offerings, including IP address
and first and last name if included in a user’s e-mail address and user credentials. Customer may submit additional
Personal Data to the Dynatrace Offerings, the extent of which is determined and controlled by Customer in its sole
discretion.

EFEEIRHEFE LA AZURIAER Dynatrace F=RH0IRSS, BIE P IR SEE (NREEEEERFN
FFEREEIFN AP ERERTD) . 2864 Dynatrace FRAIRSIESTFUMI N ALEE, EeEH
EFBETRENER.

Special categories of data or sensitive personal data (if appropriate)

R SRS ASIE (WIER)

The Personal Data transferred concern the following special categories of data or sensitive personal data:

SRR NSRS R TR R SRS ALGRE:

Not applicable. Customer may not use the Dynatrace Offerings to process any data classified as “special category
data” or “sensitive personal data” unless explicitly agreed in writing.

TEA. MRBHPEREI, ZFAS{ER Dynatrace F=RRFIIRSAMIRIASE N IRER ISR 2 SR A
R AU TR,

Processing Operations

pISEL S

The personal data transferred will be subject to the following basic processing activities:

GBI ASHEN R T LA T E AR ER:

Dynatrace shall process the Customer Personal Data only as necessary to provide the Dynatrace
Offerings and exercise its rights and obligations as contained in the terms of the Agreement and this Data Processing
Agreement, including but not limited to customer enablement, technical support, professional services, improving
Dynatrace Offerings performance and functions, user authentication and communications and account administration.

Dynatrace N{NTEHR{t Dynatrace F=ERAIARSSFITENNANA DPA SRERATERIIRAIFN X SR BaIIER Tk
HEEPIALE, WERRERERNRTERSR BRSHT. TARSS. 50 Dynatrace P mfliRS146E
MToRE. RPBMIIE. BREEUNRKFAERE.
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SCHEDULE B Hfi5%=
B

SECURITY MEASURES Z&&HE

Dynatrace (also referred to herein as the “Processor”), will implement, at least, the technical and organizational security
measures described below in respect of the Customer Personal Data it Processes on behalf of the Customer (also referred to
herein as the “Controller”). These security measures shall be applied to all Customer

Personal Data that is subject to the underlying agreement between the Processor and the Controller (the “Agreement”). In
relation to third party sub-processors that may process Personal Data on Dynatrace’s behalf, such third party will have its
own security requirements to protect the Personal Data.

Dynatrace (AHIRAEPBFRAET") BENENTRER (ARRPERAEHTET) SENERPASIEEDT
FELATRAMMAR ML efElE. XEREEEMER TR ST ArEEmY (“1hil”) EEES
FPAAEEE, X FAREAFR Dynatrace MENM AFURRIE =S D 0ET5, 2 =R NEBSHNLEESREHRPIA
=,

Technical measures ¥ AN{SEIEHE

1.1 Authorization 1Y

(a) An authorization system shall be used where different authorization profiles are used for

different purposes. HARRPWRNECESHH B TARRIBRIRT, RfERFINES.

12 Identification EH91RE!
(a) Every Authorized User must be issued with a personal and unique identification code for that purpose

(“User ID”). A User ID may not be assigned to another person, even at a subsequent time.
B ENAFEYZBREEE—RINARBIRE (‘AR ID”) . F—F ID ~MEHEEHE
LA, BPEEREREfSRIBTEHB RN,

(b) An up-to-date record shall be kept of Authorized Users, and the authorized access available to each, and
identification and authentication procedures shall be established for all access to information systems or
for carrying out any Processing of Data. As used herein, “Processing” refers to any operation or set of
operations which is performed on Data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure
or destruction.

RREFNFAFPIIRINCR. SMTFAEMERRAATHRSHUTHTEIEGIE, R8N
FIREEESOHALAR S RBINESIERNER. AMRPERIAE AR RIS ESOERTRYER
—IUE(FE—RIRF, TIeRGEIBIMLTUHT, FINKE. iCR. BR. FliL. =
BURBEKE. R, BiY. A, BIERIRE. ERsIARMSTURM. HPIEES. BRE.
TRREHHER.

(©) Passwords shall be modified periodically as set forth in the Information Security Policies. ZRBRARIE
SRLREBER) HIREEHREN.
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1.3 Authentication S YEIE

(@

(b)

(©

(d)

(e)

®

(2

Authorized Users shall be allowed to Process Data if they are provided with authentication credentials
such as to successfully complete an authentication procedure relating either to a specific Processing
operation or to a set of Processing operations.

SNERRNAFERE T BMIIERIE, NN SRR IR Fa— BRI FIEXAIS
DIIERER, NN SSIFEAIEETE.

Authentication must be based on a secret password associated with User ID, and which password shall

only be known to the Authorized User. SIRIEVRETSFF ID t8XEHIERS, ZEBRERN
FIFRIB,

One or more authentication credentials shall be assigned to, or associated with, an Authorized

User. — NS M BDIGIERIEN D BRI BB SRR TEXEX.

There must be a procedure for password confidentiality and integrity. Passwords must be stored in a way
that makes them unintelligible while they remain valid. There must be a procedure for assigning,
distributing and storing passwords.

IR HER DR NS AR, ERRREE S U A ER A A LSRR, R
BTN OE. o ARIIEEIRER.

Passwords shall consist of at least twelve characters, or, if this is not technically permitted by the relevant
information systems, a password shall consist of the maximum permitted number of characters. Passwords
shall not contain any item that can be easily related to the Authorized User in charge of the Processing and

must be changed at regular intervals, which intervals must be set out in the security document. Passwords
shall be modified by the Authorized User to a secret value known only to the Authorized User when it is

first used and periodically thereafter. BRI E/ D+ NFRAHEBL; 5308, NERSZHEXEERSRR
FIERAR EARRIF, WEBNRRSOTHENFREN. ZREAEESHISRSREEIEN
NP EXERIFRIR, FEYE— Rt aEFRERER, ZEMR/RER 24
o BN RN AR ESMNEE, ZWEEEERERLR ISR R PRIZIZAN B AR

°

In addition to a valid user ID and password combination, all access to Dynatrace data or systems must be
secured by a Multi-Factor Authentication (“MFA”) solution. The MFA solution can be either software or
hardware in nature.

bR T BRI ID FIZRIESEI, X3 Dynatrace IR RFNETEILAEL/NIET ZERSHE
iIE (“MFA”) fRRTFZHITIRIP. MFA BRRG RIS, eI LA,

Authentication credentials shall be also de-activated if the Authorized User is terminated or
transferred or de- authorized from accessing the information systems or Processing Data.

SNSRI HELL, HERaElH NS SRS s EEIRRIRN, ESHIIEFIFthNIEHA

°

1.4 Access controls 33]ajis )
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(@

(b)

(©

(d)

(e)

®

Only Authorized Users shall have access to Data, including when stored on any electronic or portable
media or when transmitted. Authorized Users shall have authorized access only to those data and
resources necessary for them to perform their duties.

RERNARZEHEEE, SEFEEEAEFEEERN R EEEnN. RINAFPMRXEN
BRIIE)E B B TER SR AT RV BRI IR,

A system for granting Authorized Users access to designated data and resources shall be used. N {EFI—
PMEFFRIRFIFNE PR S SRR RIIRER.

It shall be verified semi-annually, that the prerequisites for retaining the relevant authorization profiles
still apply. This may also include the list of Authorized Users drawn up by homogeneous categories of
task and corresponding authorization profile.

EXRENECE X HRITORF M NEFFEI—RZY, WREDAER. XA EETRZE
(53R BIFIER AR EC B S HIERIRI I,
Measures shall be put in place to prevent a user gaining unauthorized access to, or use of, the information

systems. In particular, intrusion detection systems reflecting industry best practice should be installed to
protect the information systems from unauthorized access.

NHIERRXIENE, BrIERPAREERILANERERRSR. IR, NLEFEITIERELEA
NRGURE, LURPERRRRZARERINANIT,

Operating system or database access controls must be correctly configured to ensure authorized access
only. /RIETRECE M FRGEEIRE LIRS, LIHRARBRERNNARITEIE,

Only those staff authorized shall be able to grant, alter or cancel access by users to the information

systems. AESRIGIRINIR TARERT. BXEEERFHEREFRINHIEIR.

1.5 Management of computer systems and removable media I+ EHEZSFF I BN RHEER

(@

(b)

(©

(d)

Network information systems and physical media storing Data must be housed in a secure environment
with physical access restricted to staff that are authorized to have such access. Strong authorization and
access controls must be maintained.

SRR FANFEEIRRIEN RO RER EMET, EYIELA(RTIRELSERA
[ARIRT., RIS EDRRIFNE .

The software, firmware and hardware used in the information systems shall be reviewed annually in order
to detect vulnerabilities and flaws in the information systems and resolve such vulnerabilities and flaws.

SERRFPERNRG. EMFBRGREFEHTREE, RIERRSTRIREFIGREEF N
LURIR.
Policies and training shall be issued with regard to keeping and using media on which Data are stored in

order to prevent unauthorized access and Processing. N & faF1FF BB KIRIFFEREEIEFEN FRAYEL
SFOEEI, ARG LEREERANAG A FILb I,

When media are to be disposed of or reused, necessary measures shall be taken to prevent any subsequent
retrieval of the Data and other information previously stored on them, or to otherwise make the
information intelligible or be re-constructed by any technical means before they are withdrawn from the
inventory. All reusable media used for the storage of Data will be overwritten a minimum of three times
with randomized data prior to disposal or re-use.
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SN T EHNEBFIRN, NIREWERE, PheaifFErvsuEiEmEELUEHRIKE, SELL
Hitth B HIRAFREREE G IERNENE, 2R INEFHIZE
. AT HFESIENFIEIESERINNE, THERESERAZA, NXABNSEEEE =
i
(e) The removal of media containing Data from the designated premises must be specifically authorized by
the Controller and in compliance with Dynatrace policies. M\IEEIZFITEIR B EIEIIN R, VIEE
I B BISNIHEST Dynatrace HFITEKEER,

® Media containing Data must be erased or rendered unreadable if it is no longer used and prior to proper

disposal. AIREBEIEIINTABER, EXELEZRI, YIRIRETRESEEARTIE,

1.6 Distribution or transmission 5 ECE &)

(a) Data must only be available to Authorized Users. {NPRE#5N AP H=2AEUE.,

(b) Encryption (128-bit or stronger) or another equivalent form of protection must be used to protect Data that
is electronically transmitted over a public network or stored on a portable device, or where there is a
requirement to store or Process Data in a physically insecure environment.

MR FH VBT A MBI CHEES SRR ERNIRES, BEFTEEATEAWIER
ISrhTeiEE M REER, ARG (128 ELA L) EEMEURIPZ ZURERIFETE.

(©) When Data are to leave the designated premises as a result of maintenance operations, the necessary
measures shall be taken to prevent any unauthorized retrieval of the Data and other information stored
therein.

SEIERMEHP R FMISERTHESE AT, REeREWEISHE, PhEEiREEERPRIRMER
PWAREFUER.
(d) Where Data is transmitted or transferred over an electronic communications network, measures shall be

put in place to control the flow of data and record the timing of the transmission or transfer, the Data
transmitted or transferred, the destination of any Data transmitted or transferred, and details of the
Authorized User conducting the transmission or transfer.

IRET R FIEEMNEE e EEE, NNHEREERESERE, FCREEEIXAITE
. (EREBUEERIEE. (EHULIREEEEERER, LIS TG IR AP RIS
l%o

1.7 Preservation, back-up copies and recovery {Rf7. FHDBIAFIRE

(a) Procedures must be defined and laid down for making back-up copies and for recovering Data. These
procedures must provide for Data to be reconstructed in the state they were in at the time they were lost or
destroyed.

IRHIER LR FE DRI AN S EURRIER. XEAEFOIRIRER EEIREREHS, R
BEEEE NRDITRIIRE.
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(b) Back-up copies must be made at least once a week, unless no Data have been updated during that period.

VRELEEEERENEIA, FRAMELHAEIRE EHETE.

(c) A back-up copy and data recovery procedures must be kept at a different location from the site of the
information systems Processing the Data and these minimum security requirements shall apply to such
back- up copies.

BRI FNEIRREEF LR FESHESIENERRARERARINE, XERELZEEK

BTSSR EIA.,
1.8 Anti-virus and intrusion detection [ EFINEHEN
(a) Anti-virus software and intrusion detection systems should be installed on the information systems to

protect against attacks or other unauthorized acts in respect of information systems. Antivirus software
and intrusion detection systems should be updated regularly in accordance with the industry best practice
for the information systems concerned (and at least annually).

FrEERAFNZEIRSRHIINEIENRSE, LB EERGZ R EMREFINAT
73, NIZFRBAXEERGAMTURELEREEN (BFEELEF—KR) msSREMINERIE

1.9 Testing AL,

(a) Testing prior to the implementation or modification of the information systems Processing Data shall not
use real or ‘live’ data unless such use is necessary and there is no reasonable alternative. Where real or
‘live’ data is used, it shall be limited to the extent necessary for the purposes of testing and the level of
security corresponding to the type of Data Processed must be guaranteed.

TESLIEEE AN EEIRRIE R R R A TRIMIN S, AEEARESCE SCREE, FRAFLLSSAE
RRUFNEIRESENENENE. TR EiRIER T, NSEREENRERY
FRASERER, FFEORE RIS R RIEA R AR N A 2 5.

1.10 Audit &

it

(a) Regular audits of compliance with these security requirements, at least annually, should be performed.
NERREMEXEREEZRNEMEHTHIT, 8FEDLK,

(b) The results must provide an opinion on the extent to which the security measures and controls adopted
comply with these security requirements, identify any shortcomings and (if any) propose corrective or
supplementary measures as necessary. It should also include the data, facts and observations on which the
opinions reached, and the recommendations proposed.

HIHERVIHAT R AR 2 AR X R 2 BXRAEERHEN, ERETHRE
(308) FHREGENMUIESFEREE. FitERENSESHENAMRIENEGE. SR
PR, LARGRHHATEINL,
2. Organizational measures ZH¢R4FEHE

2.1 Security plan and document ZE1HRIFIS{4

Dynatrace Confidential rev. January 2025
Dynatrace 5 EHRA 2025 F 1 B



. The measures adopted to comply with these security requirements shall be the subject of the Company’s
Information Security Policies and set out in a security portal, which shall be kept up to date, and revised
whenever relevant changes are made to the information system(s) or to technical or organizational
measures.

NEFIXEZLERMRDAERNEATERLTESBRNER, ENErERL2 IFMib+EEE
RPN RSERRT, FHENERRR. BoRNYERRHEI e TE B H TAERNIELT,
. The Information Security Policies shall address: (SR ZEBRM Rz TS ME:

(i) Security measures relating to the modification and maintenance of the system(s) used to Process
Data, including development and maintenance of applications, appropriate vendor support and an
inventory of hardware and software;

SIESEF R TMESIRNRFERNR 216, BIANAEFITAMLER. &R0
RIEgSTRy, LARBBRMAFIER T

(ii) Physical security, including security of the buildings or premises where Data Processing occurs,
security of data equipment and telecommunication infrastructure and environmental controls; and

YiiE%e, SEHTEIRGCENETMEIFRE. SRREMBEREMIRENTE, L
RO IENE,; F0

(iii) Security of computers and telecommunication systems including procedures for managing back-up
copies, procedures dealing with computer viruses, procedures for managing signal/codes, security for
software implementation, security related to databases, security for connecting systems to the
Internet, inspection of circumvention of data system(s), mechanisms for keeping account of attempts
to break system security or gain unauthorized access.

HENMBERGNE:, SEEESMEITNER. MEHEIRSIER. EBES/K
WBRVRER. WFSLIERIZ . SEHIEFRXRNZ S, BRFEEIERNNZ M. 1055
ERGHE, ICRLERARF L EEEREARERBOLIARIN S

. The security plan shall include all Dynatrace policies, as updated from time to time, including but not
limited to:

REITXINEE Dynatrace FETEFHFFBEER, BIHERRET:

(i) Code of Business Conduct and Ethics ) V1T BFNEEER

(i) Global Data Protection Policy £EKEWBIRIPEIER

(iii) Dynatrace IT Acceptable Use Policy
Dynatrace {S/E#X KA 2 ERBER

(iv) System Security Policies: Dynatrace Access Control Management Policy; Backup Retention
Standard; Change Management Policy; Change Management Policy - Business Systems; Compliance
Policy ; Cyber and Data Security Incident Response Plan; Data Classification
Policy; Data Loss Prevention Policy; Electronic Monitoring Policy; Encryption Policy; Human
Resources Security Policy; Information Resource Management Policy; Information Risk
Management Policy; IT Operations Policy; Mobile Device Policy; Network Access Policy;

Network Account Password Policy; Network Firewall Policy; Physical Security &
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Environmental Policy; Returning of Assets for Terminated Employees Policy; Secure; Security
Phishing Policy; Service Account Lifecycle Policy; Vendor Management Policy; Vulnerability
Management Policy; Workstation Security Policy.

RBEREBER: Dynatrace NIAEHEIREER; SRENE TEEEBCR, TEEEBOR
-WSERSE, GABER, MESMEELZESSMRNITY, BIESREER, SUEERTPIEER;
FFIREEER; MEBER, ANRELZEECR; EERFEEEER, FERXREEREEER; IT
EEBER; BalREEER, MESHEEER; MEWAERECR, MEIKIEEER; MR
SINRECR; BRRTEFPRREER, MEIEREECR, REWHEaFIECR, HE
R, mREEEER, TI/RhL2BrR.

(v) The security plan shall be available to staff who have access to Data and the information systems, and
must cover the following aspects at a minimum:

RETHINRHEERIRIGEIEEERANR T, AEYREDRELIUTIE:

(vi) The scope, with a detailed specification of protected resources; IEFSEE, EFiFMEIAZEIFM
"R,

(vii) The measures, standards, procedures, code of conduct rules and norms to guarantee security,
including the control, inspection and supervision of the information systems;

(RIELZSZTUER. . BF. T8N, SNFHSE, SENERRFIEE. 08
i,

(viii)The procedures for reporting, managing and responding to incidents; and 4R E. EIEFIMMNFE
R LK
(ix) The procedures for making back-up copies and recovering Data including the member of staff who

undertook the Processing activity, the Data restored and, as appropriate, which data had to be input
manually in the recovery process.

FWEEMRIAFIRSHIENER, SERBMEENNRT. KREMNEELURERSSES
RIRFHMNRIETE (BRE) .

22 Functions and obligations of staff 53 T FYEREEFN N 55

. Only members of staff that have a legitimate operational need to access the information systems or carry
out any Processing of Data shall be authorized to do so (“Authorized Users”).

REXMEREERGESH THUERNER B GAR FRERAIR T I SRS TIL S hAEk
B (“RIABF) .

. The necessary measures shall be adopted to train and make staff familiar with these minimumsecurity
requirements, any relevant policies and applicable laws concerning the performance of their functions and
duties in respect of the Processing of Data and the consequences of any breach of these requirements.

PRIV EFERER R T TR, ERIABXERELZEER. SEEMIESEREETAIER
BEFNBRER A RAVHITERBERLSERERE, H T HERIXEERAIER.
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. The functions and obligations of staff having access to Data and the information systems shall be clearly

defined through application security roles. MBS N FAfEFLZERAE, PRFAEESIRIGIIEIEINE
BERFENR THIEREEFIN 5.

. Authorized Users shall be instructed to the effect that electronic equipment should not be left unattended
or made accessible during Processing sessions. Physical access to areas where any Data is stored shall be
restricted to Authorized Users. The disciplinary measures for a breach of the security plan shall be clearly

defined and documented and communicated to staff. NFSRIZIN P EANMERR B AE 1 B AR SFAbT
TAEEHERILIIRES. NEIREFEXISEIIEL R TFRNER. NEBRFRENER
ZEITRINELELD, ERSEFHEIRLERT

23 Chief Security Officer BfELEE

. A person or persons responsible for the overall compliance with these minimum-security requirements
shall be designated as the Chief Information Security Officer (“CISO”). The CISO shall be suitably
trained and experienced in managing information security and provided with appropriate resources to
effectively ensure compliance.

72 EZHE—AEE%A?EEEJ% EELEE (“CIS0”) , AREHETXUHRRLZEEK, CISO i
AR ERELTEhEESITESNEIIEERESN, HRBIESANRRUBERIREREH.

. The contact details of the CISO shall be provided to the Controller upon request. 243752 H1E AT,
N CISO HUBRR AR HeAEH .

2.4 Record keeping ICR{RF

. A history of Authorized User access to, or disclosure of, Data shall be recorded with a secure audit trail.
M5ZE®E I IRE—FCRENBFE RS ELSIERIH L.

. Only those staff duly authorized may have physical access to the premises where information systems and
media storing Data are stored. RERIISIETIEINAIR T A BEXI RSB R AFIEUREFEN REVAFT
EATHIERIE),

. There shall be a procedure for reporting, responding to and managing security incidents such as data

security breaches. This shall include at a minimum:

MHEZESY (FIUIEIRLESEMTN) RS, WAAIEERER. XEDNERE:

(i) A procedure for reporting such incidents/breaches to appropriate management; [FJ& S E=1EERESIL

REMBTIRNER,

(i) A clearly designated team for managing and coordinating the response to an incident led by the
CISO;
— M EAFRISERERA, RERTE CISO WS FEIEFMESEAHmLL,;

(iii) A documented process for managing the response to an incident including the requirement to keep
appropriate issues and action logs to include the time at which the incident occurred, the person

reporting the incident, to whom it was reported and the effects thereof; FBF & IES{4MMRAYS (L
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e, HPeiEaRAEN aFATaBENER, LIRSSHRERE. RESBHIAR.
REXI SRR SIS0 ;

(iv) The requirement on the Processor to notify the Controller without undue delay if there is a breach of
security leading to the accidental or unlawful destruction, loss, alteration,

unauthorized disclosure of, or access to, Data transmitted, stored or otherwise processed by
Processor; and

EHRLZ BT HSEEBLIES &R, FHESIARMSTVEREEEREINEARERIR, FXR. BH.
FREFNAESRISENER T, ERMBSZANBIEHT, NMELELR, LUK

(v) The Processor security/incident management team should where appropriate work together with the
Controller security representatives until the incident or breach has been satisfactorily resolved.

MBS HZ 2/ EHEEBNEIESERSINRENEREGE, BEISHESEITAERIER
fRIR,

(vi) The procedure for reporting, managing and responding to incidents shall be tested at least once a year.

MEDEFENEHARE. EEMBNZRT—R.
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