DATA PROCESSING AGREEMENT
T — AL PR

This Data Processing Agreement ("DPA")reflects the parties’ agreement with respect to the terms
governing the Processing of Personal Data on behalf of the Customer under any applicable written
agreement between Customer and Dynatrace governing the use of the Dynatrace Offerings (paid or
otherwise), and any related order forms, attachments, and statements of work (collectively, the
“Agreement”). To the extent the parties have not executed a separate Data Processing Agreement, this
DPA will become effective as of the date the Dynatrace Offerings start as listed in the applicable
Order Form.

RT— LB (LT TARDPA)) 13, BEEEL Dynatrace M CHififk S 45, Dynatrace s L UM —E 2
(FEDER P Z D 7220) OFIICOEBUE L%t T 2 EmIC L 20K, L OBES 2 ECH, (HEE
CPEREBIME (LLF, LT IARK)) 1225 <, BEHRDLZDOMEAT — & OB S 5 S4B
LT, YFEHTERELLFHEXMR LI GO TY, WS FEDHIET — 2 B Z R L TORVIRD |

A DPA [3%24 4 2 FESCEICRE STV 5 Dynatrace 47 7 U 7 OB AN B AT/ £,

This DPA is subject to the terms of, and fully incorporated and made part of, the Agreement. This
DPA shall replace any existing data processing agreement unless otherwise explicitly stated herein.
In the event of any conflict between this DPA and any other provision of the Agreement with respect
to personal data, this DPA shall govern and apply. Capitalized terms used but not defined in this
DPA  have the same meanings as set out 1in the Subscription Agreement available at
https://assets. dynatrace. com/global/legal/Online-SA-April-2024-Japanese. pdf
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1. Definitions. /% %,

(a) "APPI” means the Japanese Act on the Protection of Personal Information (Act No. 57 of 2003
as amended in 2016).
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(b) “DataProtection Law” means all data protection and data privacy laws and regulations applicable
to Dynatrace’ s Processing of Customer Personal Data under the Agreement.
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(¢) “Controller” has the same meaning given under the applicable Data Protection Law and includes

“Database Owner” under the Protection of Privacy Law of Israel and “Business” under the
applicable US State Privacy Law.
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(d) “Customer Personal Data” means any Personal Data submitted, stored, posted, displayed, or
otherwise transmitted by or on behalf of Customer in the course of using the Dynatrace
Offerings; and excludes Personal Data (such as Restricted Information) submitted, stored,
posted, displayed, or otherwise transmitted by or on behalf of Customer in violation of any
provision of the Agreement and/or this DPA. [BEEEDEAT —%] &%, Dynatrace #ihB L
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(e) “Dynatrace Group” means one or more of Dynatrace LLC, a Delaware limited liability company,
and its Affiliates that may assist Dynatrace to provide the Dynatrace Offerings, and/or related
support or services, under the Agreement and this DPA.
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(f) “Europe” means the European Union, European Economic Area ( “EEA” ), and/or their member
states, Switzerland, and the United Kingdom.
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(g) “GDPR” means the Regulation 2016/679 of the European Parliament and of the Council on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation).
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(h) “LGPD” means the Lei Geral de Protecdo de Dados Pessoais (General Personal Data Protection
Act in
Brazil).

[LGPD] &1, Lei Geral de Protecdio de Dados Pessoais (77 IO —fffl \NfFHiR#1E) 200 E
ﬁ‘o

(i) “Personal Data Breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, or unauthorized disclosure of, or access to, Customer Personal

Data while being transmitted, stored, or otherwise Processed by Dynatrace.
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(j) “PIPL” means the China Personal Information Protection Law.
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(k) “Personal Data” means “Personal Data,” or “Personal Information” as defined under
applicable Data Protection Laws that Dynatrace collects or receives on behalf of Customer.
Personal Data does not include information that Dynatrace obtains or Processes independent of
the performance of its respective obligations under the Agreement with Customer.
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(1) “Processor” has the same meaning given under the applicable Data Protection Law and includes
“Holder” as defined under the Protection of Privacy Law of Israel, and “Service Provider”
under the applicable US State Privacy Law. [LERFE | 1%, @A SN b T — X R#EEICESW TS
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(m) “Standard Contractual Clauses” means the Standard Contractual Clauses promulgated by the EU
Commission Decision 2021/914/FEU incorporated herein by reference as updated amended or replaced
from time to time.
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(n) “Sub-processor” means Processors engaged by Dynatrace or members of the Dynatrace Group to
enable Dynatrace to deliver/provide the Dynatrace Offerings under the terms of the Agreement
or this DPA.
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(o) “Supervisory Authority” means the government agency, department, or other competent organization
with authority over the processing of Personal Data relevant to this DPA.
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(p) “UK Addendum” means the International Data Transfer Addendum to the EU Commission Standard
Contractual Clauses issued by the UK Information Commissioner’ s office under S119A (1) Data
Protection Act 2018, as updated, amended or replaced from time to time.
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(q) “Business”, “Controller”,  “Consumer,” “Processor,”  “Service Provider,” “Data Subject”, “Sell,”
“Supervisory Authority” , and “Processing” (and “process”) shall have the meanings given under
under applicable Data Protection Law.
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2. Applicability of DPA and Parties’ Roles / A< DPA 0D F %[ & i 24 FE D& HI

(a) This DPA applies to Processing of Customer Personal Data by Dynatrace on behalf of the Customer
to perform its obligations and exercise its rights under the Agreement and this DPA. For the
avoidance of doubt this DPA does not apply to Processing of Customer Personal Data by Dynatrace
as a Controller.
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(b) Customer is a Controller or a Processor and Dynatrace is a Processor. To the extent applicable
under Data Protection Law, Customer appoints Dynatrace as a Processor to process the Customer
Personal Data on Customer’ s behalf.
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3. Processing of Customer Personal Data / 33 &R DE N T — & OALEE

(a) The nature and extent of Processing Customer Personal Data by Dynatrace to deliver the
Dynatrace Offerings is determined and controlled by Customer and is supplemented by Schedule
A. The nature, purpose and duration of the Processing, as well as the types of Personal Data
collected and categories of Data Subjects whose Personal Data may be Processed by Dynatrace,
are described in Schedule A to this DPA. Customer acknowledges that Dynatrace does not have any
knowledge of the actual data or types of Personal Data contained in the Customer Data. The
parties agree that the Customer’ s complete and final instructions about the nature and
purposes of the Processing in connection with the Dynatrace Offerings are set out in the
Agreement and this DPA.
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(b) Any changes or modifications to the instructions shall be communicated in writing and
acknowledged by both parties. Dynatrace shall inform Customer if, in its reasonable opinion,
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Customer’ s processing instructions are likely to infringe any applicable Data Protection Law;
in such event, Dynatrace is entitled to refuse Processing of Customer Personal Data that it
believes to be in violation of any applicable Data Protection Law until Customer amends its
instruction so as not to be infringing.
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(c) To the extent Customer’ s configuration of Dynatrace Offerings results in Dynatrace capturing
Customer Personal Data, Customer represents and warrants that, it will, at all times, comply
with all applicable Data Protection Law. As between Customer and Dynatrace, Customer is
responsible for: (i) protecting Customer Personal Data while using Dynatrace by configuring
Dynatrace Data Privacy Settings as described at ttps://docs. dynatrace. com/docs/manage/data—
privacy—and-security (Dynatrace instructions on how to configure data privacy settings) to
granularly control the scope of Customer Personal Data to be captured by the Dynatrace
Offerings; (ii) the accuracy, quality and legality of Customer Personal Data, and the means
by which Customer or any relevant third-party acquired Personal Data.
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(d) If Customer is a processor acting on behalf of a third-party Controller, Customer warrants to
Dynatrace that Customer’ s instructions and actions with respect to that Customer Personal
Data, including its appointment of Dynatrace as another Processor, have been authorized by
the relevant Controller.
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(e) Customer represents and warrants that: (i) it will inform its Data Subjects as legally
required about its use of Processors to Process their Customer Personal Data, including
Dynatrace, including where required providing notice to Data Subjects about the use of the
Dynatrace Offerings; (ii) it has obtained, and continues to have, during the term, all
necessary rights, lawful basis, authorizations, and/or valid consents, including from Data
Subjects, for the Processing of Customer Personal Data by Dynatrace as contemplated by the
Agreement; (iii) Customer’ s use of the Dynatrace Offerings will not, and will not cause
Dynatrace to, violate any Data Protection Laws or other applicable laws or regulations, or
any agreement or obligation between Customer and any third party.
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(f) Customer will provide Dynatrace only with the Customer Personal Data necessary for Dynatrace
to perform its obligations under the Agreement with respect to the Dynatrace Offerings and
any related services. Customer acknowledges that the use of the Dynatrace Offerings does not
require and is not suitable for the Processing of any Restricted Information and will not,
through its use of the Dynatrace Offerings, provide any Restricted Information to be Processed
by Dynatrace.
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4. Requests from Third Parties. / 55 =& 7> H DER,

(a) Dynatrace Offerings provide Customer with functionality to access Customer Personal Data in
order to assist Customers with requests from Data Subjects exercising their rights granted to
them under Data Protection Law ( “Data Subject Requests” ) or requests from regulatory or
judicial bodies relating to the
Processing of Customer Personal Data. To the extent that Customer is unable to access the
relevant Customer Personal Data within Dynatrace Offerings or the access to Customer Personal
Data does not provide sufficient assistance to answer such requests in accordance with Data
Protection Law, and where required by applicable Data Protection Law, Dynatrace agrees, at the
Customer’ s request, to provide reasonable assistance to Customer, to enable Customer to respond
to Data Subject Requests or requests from regulatory or judicial bodies relating to the
Processing of Customer Personal Data under the Agreement. If a request is made directly to
Dynatrace relating to Customer Personal Data for which Dynatrace can identify Customer as the
Controller, Dynatrace shall without undue delay refer such communication to Customer and shall
not respond to such request without Customer’ express authorization. The foregoing shall not
prohibit Dynatrace from communicating with a Data Subject or regulatory or judicial body if it
is not reasonably apparent on the face of the communication that the request relates to the
Customer or if Dynatrace has a legal obligation to respond itself.
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(b) If Dynatrace is compelled to disclose Personal Data for which Customer is the Controller due
to a request by a law enforcement agency or other third-party, Dynatrace will give Customer
notice of such request before granting access and/or providing Personal Data, to allow Customer
to seek a protective order or other appropriate remedy. If Dynatrace is legally prohibited
from providing Customer notice, Dynatrace will take measures to protect Personal Data from
undue disclosure, as if it were Dynatrace’ s own Confidential Information being requested
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5. Assistance and Cooperation. Subject to the nature of the processing and the Personal Data available
to Dynatrace and where required by applicable Data Protection Law, Dynatrace will, upon
Customer’ s written request, provide reasonable assistance and information to Customer, where, in
Customer’ s judgement, the type of Processing performed by Dynatrace requires a data protection
impact assessment, and/or prior consultation with the relevant data protection authorities and
provide reasonable assistance to Customer in complying with its other obligations under
applicable Data Protection Law relating to data security and Personal Data Breach notifications
to the extent applicable to the Processing of Customer Personal Data. Customer shall reimburse
Dynatrace for all non—negligible costs Dynatrace incurs in performing its obligations under this

section.
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6. Demonstrable Compliance. Dynatrace agrees to provide information necessary to demonstrate
compliance with this DPA upon Customer’ s reasonable request.

FEREVREIR 1 T A T 2 A, Dynatrace (X, BEEROGHAYRERIZIE U T, A DPA OBESFEFEHT 572
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7. Audits and Assessments. / BZ 75 & 324,
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(a) Where applicable Data Protection Laws afford Customer an audit or assessment right and subject
to the scope of such right, Customer may carry out, upon Customer s written request and up to
once per year, an audit or assessment of Dynatrace’ s policies, procedures, and records relevant
to the Processing of Customer Personal Data, in accordance with applicable Data Protection Laws.

W SND T — 2 IRBIEPBEMRICER £ MG ORER 2 4 57 256, MR ORFEIZIES Z & %
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(b) To request an audit, Customer must submit a detailed audit plan at least four (4) weeks in advance
of the proposed audit date to Dynatrace, which plan describes the proposed scope, duration, and
start date of the audit. Dynatrace will review the audit plan and provide Customer with any
concerns or questions. Before the commencement of any audit, the parties shall agree on a detailed
audit plan, including fees, timing, scope of controls, evidence to be produced, and duration. If
the requested audit scope is addressed in a similar audit report within the prior twelve months
and Dynatrace confirm there are no material changes in the controls audited, Customer agrees to
accept those findings in lieu of requesting an audit of the controls covered by the report

BAEZERTLHE, BEKIE, BEETEAOD2 &b 4B E TISHEMZR AR 2 Dynatrace (Z
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(¢) Any audit or assessment must be: (i) conducted during Dynatrace’ s normal business hours; (ii)
subject to the parties’ confidentiality obligations. If a third-party is to conduct the audit
the third-party must not be a competitor to Dynatrace, and such third-party is subject to
Dynatrace’ s prior consent, and must execute a written confidentiality agreement with the parties
before conducting the audit
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(d) Any audits are at Customer’ s expense. Any request for Dynatrace to provide assistance with an
audit is considered a separate service if such audit assistance requires the use of resources
different from, or in addition to, those required for the provision of the Dynatrace Offerings
Dynatrace will seek Customer’ s written confirmation that it will pay any applicable fees before
performing such audit assistance

TRTCOEEOERIL, BEMOAH L2 £, Dynatrace [CEEAIZRET 2 KA #2495 2 L 2Bk
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8. Confidentiality. Dynatrace shall ensure that any person that it authorizes to process the Customer
Personal Data (including its staff, agents, and subcontractors) shall be subject to a contractual,
statutory duty, or other binding obligations of confidentiality.

FEELRER, Dynatrace (X, BEMOBEANT —X 2T L L 2FALEE (F0ORAX vy 7 REA, T
¥HEEte) BN B EL LITERE EOSFRES ETIXTOMOME OB H5FREEEA D LOIXT D
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9. Security / ¥ = U 7 1

(a) Security Measures. Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying likelihood and
severity for the rights and freedoms of natural persons, Dynatrace has implemented and shall
maintain appropriate technical and organizational measures designed to provide a level of
security appropriate to the risk of Processing Customer Personal Data (“Security Measures”).
Customer confirms that Dynatrace’ s implementation of the Security Measures identified at
Schedule B is sufficient for the purposes of complying with its obligations under this DPA.
Notwithstanding the above, Customer acknowledges and agrees it is responsible for its own secure
use of the Dynatrace Offerings.

tX 2 U7 ¢ f#E, Dynatrace (&, GO, BA= X M LBLOME, #@PH, Uk, BRI, BLO

HIRADIEF| & BRI T D4 2 alfethE L B RO U 27 2EE L T, BEHEOBAT — X 240335

VATIZRAESTAKEOEX 2 U 7 4 2RO L DIZE 2 by 72 H iy L O e fE@E (DL T
X2 VT oHEE]D) L, MRFTL2b0E LET, BEERIL. Dynatrace (K DB B THRIE Szt
X a7 A HEEOFRN, RDPAIZESS BB LB TFTHHMNTHI THLZ L AR LET, Litian
M b, BEMEIL. Dynatrace B L OV —E 22 ZE2IHATA2EHENMBICH D Z & 2380, [6

BELET,

(b) Personal Data Breach. Dynatrace will notify Customer without undue delay and no later than required
of Dynatrace by applicable Data Protection Law, after it becomes aware of a Personal Data Breach.
Dynatrace will promptly initiate an investigation into the circumstances surrounding the Personal
Data Breach and make its findings available to Customer. Dynatrace will endeavour to take all
steps required by applicable Data Protection Law to mitigate the effects of such Personal Data
Breach. At Customer’ s request and taking into account the nature of the Processing and
information available to Dynatrace, Dynatrace will take commercially reasonable steps to assist
Customer in complying with its obligations necessary to enable Customer to notify relevant
Personal Data Breaches to competent authorities and/or affected Data Subjects, if Customer is
required to do so under applicable Data Protection Law. Notification of a Personal Data Breach
will be delivered to one or more of Customer’ s administrators by any means Dynatrace selects
including via email. It is Customer s sole responsibility to ensure Customer’ s administrators
maintain accurate contact information on the online portal or as otherwise required by Dynatrace
in a written notice to Customer’ s administrator(s). Dynatrace’ s obligation to report or respond
to a Personal Data Breach under this Section is not an acknowledgement by Dynatrace of any fault
or liability with respect to the Personal Data Breach.

ENT —% OR5E, Dynatrace I%, AT —X DREFICKF VWL, #EHINL T — X R#EEICL - T

Dynatrace (ZER SN HHMNIC, RYEBIEZ < BERICHEI L ET, Dynatrace I%, AT —% DR
FHARID & ROFE 2 HLIIBIG L, £ OfER L2 BEMRICHRME L £ 7, Dynatrace IX, 7022 A
T— X DIREOKBLBINT H1-O2, BHINDIT — X R#EEICLVERINDIT X TOHEL#H LD
LB ET, Dynatrace (£, BEEOERIIIL LT, LEOME I L X Dynatrace W AT RIBEREHR &
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BRE L ET, #H SN T — X REEICE SV TEBEENEE T E AT — & OREZEFIEY /R L0V
FRIIRBELZ T LT — X ERICEMTEDL LT 572010, BEHKOBEOMTA2 XET 5 L THHE
7RG EEHM R FEEH UE T, AT — X OREFOEIIL, BT A —/VEETe Dynatrace 23R L7z
EEOFERIZLY, BEROEHED 1 NEITEBNEE LET, BRROEHEN A T4 L R—
2V ECIEMER RS MA MERF 5 2 &, T BRROEHE ~DOEmIZ L 5 1#%1 7T Dynatrace 23 EK
L7z BVIZTEZ LT, BEENERTEEZAVET, ARICESWTEAT —ZDRELRE £~
%t 95 Dynatrace DFHE > T, TDOL I BREANT —F DRFIZET 2007258 EILETD
Dynatrace N8O Z LT D FHA,

10. Sub-processing / 18 /LER

(a) Customer gives its general authorization to appoint members of the Dynatrace Group as sub—
processors under this DPA and authorizes Dynatrace and members of the Dynatrace Group to engage
further Subprocessors. A current list of current Sub—processors for the Dynatrace Offerings is
available at https://www. dynatrace. com/company/trust—center/customers/subprocessors—dynatrace—

services/. To be notified of new Sub—processors or changes in Sub-processors, Customer must
register for notifications available at https://www. dynatrace. com/company/trust—
center/customers/subprocessors—dynatraceservices/ ( “Data Protection Notices” ). Dynatrace shall
update the Sub—processor List to reflect any addition or change in third-party Sub-—processors
not less than thirty (30) days prior to the effective date of the change. Customers that have
subscribed to get updates to the Sub—processor List will be notified of the change

BEEEIL, K DPA O F T, Dynatrace Z/L—"F MDA L R—ZEMIEE L U TEMT 5 —RE MR %2 1 5
L. Dynatrace B XU Dynatrace 7 /b—7 D A L= & B TENEE L T HHER A5 LET,
Dynatrace i dk " % — © 2 o #H o #H F o & #H VU X b I o w T X |

-

https://www. dynatrace. com/company/trustcenter/customers/subprocessors—dynatrace-services/% I
BLIEE, FILWELBE L IFELEEOLTIC B + 2 @ M 2 < F 212 1F . B %k
X N https://www. dynatrace. com/company/trustcenter/customers/subprocessors—dynatrace—
services/ TRER L Tl (LAT 17— 2 {Ri@A]) Z2%ITWMD LI 248N H Y £9, Dynatrace
I, FB=FOBENEE OBMETIIER LK 572012, BRENAFEZNT S 30 HETE TIZ, HLHEEY
A NEHFHTLHbDOE LET, HOAHE Y R MO 2 L TV LREMRICIT, ZEOBMOENEE
£,

(b) To the extent required by applicable Data Protection Law, Customer may object to the processing
of Customer Personal Data by any newly appointed Sub—processor on reasonable grounds relating
to the protection of Customer Personal Data and shall inform Dynatrace in writing within fifteen
(15) days after notice of the changes are posted on the Sub—processor List, setting out the
specific reasons for its objection. Customer’ s objection must be in writing and provide
commercially reasonably justification for the objection, based on reasonable concerns concerning
the proposed Sub—processor’ s practices relating to data protection. Following an objection,
the parties will then work together in good faith to address Customer s reasonable objections
and proceed with the change in Sub—processor. If an agreement cannot be reached within fifteen
(15) days of the objection, at Dynatrace’ s option: (a) Dynatrace will instruct the Sub—processor
not to process Customer Personal Data, which may result in a Dynatrace Offerings feature being
suspended and unavailable to Customer, or (b) Customer may immediately terminate this DPA and
the Agreement and Dynatrace will promptly refund a prorated portion of any prepaid fees for the
period after such suspension or termination date. If no objection is received by Dynatrace
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within the time period specified above, Customer shall be deemed to have approved the use of
the new sub—processor.

WHEND T — 2 RHEIC LV ERENDHIAICIW T, BEEIL. BEEOFEAT —Z OIRH#EICBE LT
. BT RS SN EAERE IS X DB EEOMBAT —Z QMBI L CAEMNRHEB EZ S - TR#EEZE X
DA, EREOBEMMNELIE ) A MIBEFESLTHrD 16 AUNIC, B#HEE 2 5 BN H 2 5oH L
=FEfi% b o T Dynatrace [ZHMTHH D& LET, BENDOREFEF L CUIER TITV, HAUHFEOT
— A RIS DB EOIEITICET 2 SRR ESICESE . BBOMEMICAEN L B2 RT L0 L
LEd, BEH LTk, MYEHTHEERF > T L, BEEOASHEN 2 BigIoxHL L, BELEE O
EHEEEDDLBEDE LET, BEHRIND 16 HURNICAEICE S RWEA, Dynatrace DERIZE Y, (
a) Dynatrace |[FEMBLE B EROMENT — X B L7200 L D R 570 (2084, Dynatrace #/ih
BLO = AOMEENMEIL L TBEEDMFIATE RS 22581 HV E7) . 21T (b) BEEEIIA
DPA 36 X AR A B B ITRIRT % = & 28 TX | Dynatrace (I3 511k B £ 72135 B DL O BIRTIZ S0
T, AHAO SN TR O B2 o 0NTIRA L E T, Rt TR E S - INIZ Dynatrace 28 B4 5%
TSR T2568. BT LWVELHEEORHZ AR LD LA INET,

(¢) Dynatrace shall: (i) enter into a written agreement with each Sub—processor containing data
protection obligations that provide substantially similar appropriate contractual obligations
but not less restrictive than those set forth in this DPA, to the extent appropriate to the
nature of the service provided by such Subprocessor; and (ii) remain responsible for such Sub—
processor’ s compliance with the obligations of this DPA and for any acts or omissions of such
Sub—processor that cause Dynatrace to breach any of its obligations under this DPA.

Dynatrace (%, (i) BEAHEE & O T, YEELHE DRI 29— AOWEICET 2HAT, 7—
SRR (RDPAICEUE SN TWHFRE LV blilBRASEL TRV, £ & FEHINICFEOmE) 25
K EDXE) 2Ea0EEICLSReMEL, (1) YRELEENADPA ORBZHETTL2I L, B
U Dynatrace 234% DPA (23 < HITIERCT D JRIA & 72 2 MREAEILIE DIER T3 ER IOV T, 5l
S HEEZAI bDOLLET,

11. Deletion of Customer Data on Termination. Following termination or expiry of the Agreement Customer
Personal Data will be deleted within thirty (30) days, or, at the choice of customer, returned
except as required to be retained by applicable law or to the extent archived on back—up systems,
in which case the terms of this DPA shall survive.

FRBRIZAE 5 R T — % OHIBR, AR OMRETITH 7%, BEHEOEANT — 21330 BHLAWIZHIBR, E720X
BEEOBBPICEVIEHILET, 2720, #HSNDIEREIC L > TRFEDEBMST DN TV AEHES, Ny
IT T VAT DRESNTWAEAIXZORY TlEb Y A, TOLHAIL. ARDPA DFMANF| E ki X
WHENbLOLE LET,

12. International Data Transfers / #E#h ~DF — X fi5k

(a) Customer authorizes Dynatrace and its Sub—processors to transfer Customer Personal Data across
international borders, including without limitation from the EEA, UK, and/or Switzerland, Israel,
and China to the United States. If Customer Personal Data originating from the EEA or Switzerland
is transferred to a country that has not been found to provide an adequate level of protection
under applicable Data Protection Law ( “Restricted Transfer” ), the parties agree that the transfer
shall be governed by the Standard Contractual Clauses that are hereby incorporated by reference
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into this DPA as follows. The signatures on this DPA or the Agreement constitute signing the

Standard Contractual Clauses and any annexes attached thereto. When the transfer of Customer

Personal Data from Customer ( “Data Exporter” ) to Dynatrace ( “Data Importer” ) is a Restricted

Transfer and Data Protection Laws require that a valid transfer mechanism be put in place, the

transfers shall be subject to the Standard Contractual Clauses.

BEERIL. Dynatrace 38 XU DIFMLEEE A, EBEA, HE[E, BILO/EEFAA A A AT BLUH
EbAREZEZLR ZNSICRE SRV, EEREBZ TBEROMAT =2 25595 2 L 27T L
F9, EEA /13 A A RE AR L T OBEROMAT —2 25, HWHIN D7 — 2 A IS <l
VALV DRH#ER G Z DT Rn e SRS ENRE SN L 5E (BT THIRM S k) | mYsgid, 4
AREN, LLTFD &Y, ST 252 LI K AR DPAITHHAIA N HEEHERK LD EH S5 Z L ICH
%Li?‘o A DPA FTIARKIA~EL T H 2 & T, BERKNFRHB LOZ ISR S TH LT RTOR

FIZBA LRV ET, BKER WUT [F—2x7 AR—54—]) b Dynatrace (LLF (5:“__&

4’/T Z—1) ~DORERROENT —Z OEENHIRA THETH Y . 7 — X REIEIC L 0 AR 7RERE
HN=ALZHATHZENRDOENDGE . BRI ERFIRIAD] ﬂ%%‘:y\j‘é%@}:biﬁ‘

(b) The Standard Contractual Clauses shall be completed as follows:

FRERRKRIE, UTFO XS ITERT 20D & LET,

ii.

iii.

iv.

vi.

vii.

viii.

ix.

Module Two will apply (as applicable); FY=—/L 203 @HINET GLYSTIHHEE) .

In Clause 7 (Docking), the optional docking clause will apply; 75 (Kyxv 7)) oOF 7
arORyXrVEEPEHINET,

In Clause 8.5 and Clause 16 (d), the certification of deletion will be provided upon data
exporter’ s written request; & 8.5 5B LU 16 () OHIROIEAIL, T —HX = AR—F —
DOEMIC L D2FERITS CTIThILE T,

In Clause 8.9, the audit right shall be carried out in accordance with Section 7 of the
DPA; 5 8.9 RDBEAMEIL, ARDPASE 7 RICHES TITHET 2D & LET,

In Clause 9 (Use of Sub—processors), option 2 “General Written Authorization” for

subprocessors shall apply and the time period for prior notice shall be as set out in
section 11 of this DPA;

oS (EBAHEOMEA) 1T\ T, HLBEICHTAI AT a2 R EEIZ L 5438 A
W S, FREMOMEIL, ADPADF 11 FICHESND LB & LET,

In Clause 11 (Redress), the optional language shall not apply; & 115 () O 7 =
POXFFEAIRNEDE LET,

In Clause 13 (Supervision), the competent supervisory authority shall be the Commission
nationale de 1’ informatique et des libertes (CNIL). #F 135 (BEEBY) OERERCEGRERIX. [F

%Mﬁﬁiwammﬁréﬁ%ééé(mn)?ké%@&biro

In Clause 14 (f) and Clause 16 (c), the termination right will be limited to the termination
of the Clauses; 5 14 5% (£) 3 LU 16 5k (o) OFEFRHEIL. M KRHEOMIRICIE SN E T,

In Clause 17 (Governing Law), the Standard Contractual Clauses shall be governed by French
law; 2517 5 (MEHLE) OBEMERRIKEOMENLEIL, 77 0 AEL LET,

Tn Clause 18(b) (Choice of Forum and Jurisdiction), the parties agree that disputes shall
be resolved before the courts of France;

ﬂ% 18 5 (b) (FHIHIOBIR & FHEEE) (2T, MY FEEIL. BFIT T o ZAOEHFT TR T
EIZABELET,
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X1i. Annex 1 of the Standard Contractual Clauses shall be completed with the information set
out in Schedule A of this DPA;

FEHESL SR DO R E 1 121X, AR DPA OB A IZFEE SR a2 A L E T,

xii. Annex 2 of the Standard Contractual Clauses shall be completed with the information set

out in Schedule B of this DPA; and
FEHESL SR DO R E 2 121X, AR DPA OB B IZFEd S fE a2 A LE T,

xiii. A new Clause 1 (e) is added to the Standard Contractual Clauses which shall read: “To the
extent applicable hereunder, these Clauses also apply mutatis mutandis to the parties’
Processing of Customer Personal Data that is subject to the Swiss Federal Act on Data
Protection. Where applicable, reference to EU Member State law or EU supervisory authorities
shall be modified to include the appropriate reference under Swiss law as it relates to
the transfer of Customer Personal Data that are subject to the Swiss Federal Act on Data
Protection and the Swiss Federal Data Protection and Information Commissioner as the
supervisory authority under these Clauses.”

PERETL) RIS 1 () DMBINE I, AFO XS5 127e b £9, [RSGHICHEH S5 #iPHIC
BT, AEHIL, WYFEFICL DAL REMT — X REEORIG L 72 5 BEHEOENT — & DAL
HICHHER SN T T, 4T 5854, BUMHEOEEE XU OBEYRA~DF KiX, A A AEH
F— ARHEER LOARHEOE R Y fHE L TDAAL ABIT — 2 4# - FiRa 2 v g =gk
T 5, BEROENT —X QLT D A AOEBICESSHEWYIREREEL L) ITBESR
L0 LET,

(c) To the extent Dynatrace’ s provision of the Dynatrace Offerings involves the transfer of Customer
Personal Data originated from the UK to a third country that has not been designated as providing
an adequate level of protection for Customer Personal Data under the Applicable Laws in the UK,
the Standard Contractual Clauses shall: (i) be used and completed as set forth in section 13;
(ii) a new Clause 1(f) is added to the Standard Contractual Clauses which shall read: “To the
extent applicable hereunder, these Clauses, as supplemented by Section 13, also apply mutatis
mutandis to the parties’ Processing of Customer Personal Data that is subject to the UK Data
Protection Laws; and (iii) the UK Addendum shall be completed as follows:

Dynatrace 7% Dynatrace B ihis L OV —E R 2423 288, HEZRBERETLHLBEHROBAT —4% 2%
DOREIZEY 22K H D b O L U THEA SN D REETHEE SN TWRWE Z[EA~RET 2856, i
BRGEIE, (1) HIBLICHEISNTWDEBYICHEHEBIOER L, £72 (1) EUERKLEICHT-
1RO ZBML, ZORNFITIUTO LR T, TREMICHEAINDRY BT, 13 FKick
DR SNDARGIENL, HET — X R#IEORG L I MY EH OBEHEOMEANT — ¥ QMBI R X
nEJT, Fio, (i) HEMEEEIX, UTOX2IEkT b0 LET,

i. Table 1 of the UK Addendum shall be completed with the information in Schedule A. ZE[E
BEEOF 112X, BIEAOFRETZALET,

ii. Table 2 of the UK Addendum shall be completed with the information located in Section 13
(c) of this DPA. HEHEFLIHDZE 2 121X, A DPA D 13 5§ (o) I I NI EREZFTLALE T,
iii. Table 3 of the UK Addendum shall be completed as follows: FEE#/EFLHEDFE 3 (L. LLT
DEIITRHALET,

1) The list of parties is set forth in Schedule A;
BEHEOU A MI, BIERAICRBESHTOVET,
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2) A description of the transfer is set forth in Schedule A; BxZEDFEMNIL. BIFE A ICHEH IN

3) A description of the technical and organizational measures is set forth in Schedule B; £
A K OSHARAY 22 B ORI, BIER B ICRis STV ET,

4) The list of sub—processors is in section 11 of this DPA;

BEHEE DOV A MME, ADPA O 11 FiCiE S T E T,

5) For purposes of completing Table 4 of the UK Addendum, both the importer and the exporter
may end the UK Addendum as set out in Section 19 of the UK Addendum. F[EFHESKEDORE 4 %
FEATHIDIL, AV AR—F—L 27 AR—F—0 7L, REMHEFHEOFE 19 RIHESND
BV, FEMEFHEAK TTLIENTE D,

(d) To the extent Dynatrace’ s provision of the Dynatrace Offerings involves the transfer of Customer
Personal Data originated from China to a third country that has not been designated as providing
an adequate level of protection for Customer Personal Data under the Applicable Laws in China),
Customer shall be responsible for fulfilling all the following obligations for exporting Customer
Personal Data (where Customer is the Controller) or ensuring that all the following obligations
have been fulfilled by the relevant third-party controller (where Customer is the Processor):

Dynatrace 7% Dynatrace $fitds LU — ' A 22l T DB, FEZFLR L THBEROMAT —F2 2%
DIREIHEYIKECH D b0 L LTHEA SN PEETHE SN TV ARWE ZENRET 558, B%
HRiT, (BEENEHE THLIHE1T) BEROBAT -2 D> 2AR— MIET LU TORTORE %
JBAT L., F3 (BEEPLEE TH L5613 Bl 2B —"F0FHENRUTORTORSE BT LI
ZEEHRTAEMLEAILDOLE LET,

i. informing the individuals of the name and contact information of the overseas receiving
party of Customer Personal Data, the purpose and means of the Processing, the categories
of Customer Personal Data, and the methods and procedures via which the individuals may
raise requests to exercise the rights to Customer Personal Data with the overseas receiving

party of Customer Personal Data;
WA CREREDENT — 2 22T 58 DA FE KON, WO BB LOFE, BREEOMEA
T—=H DXy, 2D WNIBEEPMIN CRERROMENT — 4 2% T 5812 L CBEROEAT
— 2T DRI ZATIE ST 2720 D FiER KOV FERi A, AANITEIT D Z L,

ii. securing a lawful basis for the export of Customer Personal Data, and where consent of the
individuals is the lawful basis, obtaining separate consent of the individuals;

BEROMENT — 2 2 AR — N T 5720 DOEIENRIBILE R L, RANDORENEIEN7ARIL T
bOGEE. HBEANDREZGLZ L
iii. conducting a personal information protection impact assessment on the exporting of Customer

Personal Data; and
BEKOBEANT —2 D7 AR— MIBET DA ERRGEL BT L2 £+ 2 2 &,
iv. adopting the appropriate safeguard measure required by the PIPL and accompanying

administrative regulations (i.e., passing the government security assessment, filing the

executed standard contractual clauses or obtaining the certification) unless exemption

applies.
SabRANE SN DG A BRE . PIPL 38 K OMTHET 2 1TEUARI TR D b 2w b e Rt i 2 B &
HZ &
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(Thbb, BUNOEX 2 U7 4 FHEIZEHKT 52 & BAFHOBEERNFEZRZET 22, F
TIRBREZ IS0 2 &)

(e) In addition to the foregoing, if a Supervisory Authority adopts, updates or replaces any standard
contractual clauses or similar data transfer mechanisms, Dynatrace reserves the right to adopt
an alternative compliance standard to replace or supplement the Standard Contractual Clauses or
the UK Addendum for the lawful transfer of Personal Data, or add new data transfer mechanisms
for other countries, provided these are recognized under Data Protection Law. Dynatrace will
provide thirty (30) days advance notice of the adoption of the alternative compliance standard
to customers who subscribe to Data Protection Notices. The variation will automatically apply as
set out in Dynatrace’ s notification at the end of the notice period

RN &, BEEREREDEMER) SRR E IO T — XA A D = A LB T E T E R L
A, Dynatrace (%, AT —& OEIERNREEED - DI L T T4 7 0 ARMEA T L, EHERKSE
HEITEEMEREABREIIME LD, MOEICOEH LWT —FEREA D= AL EBINLTZD
TOMMZRERLET, 72720, 20D T —ZREEO T THROLNTND Z L 2L E LET,
Dynatrace I%, 7 — X REBEMDOBEEIT > TWHBRERIIH L, BT T4 7 o AEBEOHRHIZS
VNT 30 BRMCHEA LE S, BMmHIEE T#, Dynatrace OIBMICFEH S LII@Y | HEIAYIZZ B A5 1]
EhaborLET,

(f) In the event of any conflict or inconsistency among the following documents, the order of
precedence will be:

(1) the Standard Contractual Clauses (provided however, Processor may appoint Sub—processors as
set out, and subject to the requirements of, Section 11 of this DPA) or a similar mechanism
required by applicable Data Protection Laws specifically for international data transfers; (2)
this DPA; and (3) the Agreement

UTOXEOCMIIFEELIEIARA—ENRHL5E6. LLTOIEFCELEIRSZbOLE LET, (1) EEZNS

H (72720, WUEE L, AR DPA OF 11 FZOBEIE, EOEMZT-T 2 & 25k L LTS 21T
MTDHIENTED) FRITEBENRT — X R I C/FICEH S DT — 2 RiEIEIC L > TER I D[RR

DAF =KL, (2) AKDPA, BLO (3) KK,

(g) To the extent Dynatrace transfers Customer Data originating from and protected by applicable Data
Protection Law in Brazil, Dynatrace shall comply with the principles and rights of Data Subjects
and the data protection obligations provided in the LGPD.

Dynatrace N7 7 VNV Tl SND T — A R#EEIC I DV REINDIBEHEDT — X ZiRk T 5R Y (2B W
T. Dynatrace (X, LGPD [ZHLIE SN DT — ¥ ERDFAIE L UOMER] 72 b ONC T — X RS 28 FT 5 b
DELET,

(h) To the extent Dynatrace transfers Customer Data originating from and protected by applicable Data
Protection Law in Japan, Dynatrace shall comply with the principles and rights of Data Subjects
and the data protection obligations provided in the APPI.

Dynatrace 78 HARTHEM S 1157 — 2 REIEIC K VIRESN DI BEMKDT —F X T DRV 2BV T,
Dynatrace (&, APPTIZHUE S5 7 — & EARDIFHII K OMERI 72 6 NS T — A RRH 28T 5 b D L
Li‘a‘o

(i) To the extent Dynatrace’ s provision of the Dynatrace Offerings involves the transfer of Customer
Personal Data originated from Israel to a third country that has not been designated as providing
an adequate level of protection for Customer Personal Data under the Applicable Laws in Israel),
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Customer shall be responsible for securing a lawful basis for the export of Customer Personal
Data. For clarity, this DPA constitute as Dynatrace’s written obligation for adopting the
appropriate safeguard measures required by the Protection of Privacy Regulations (International
Data Transfer), 2001. For the sake of clarity, the obligations in this DPA are deemed sufficient
by the Customer to facilitate the transfer of information outside the Israel in accordance with
Regulation 3 of the Privacy Protection Regulations (Transfer of Data to Databases Outside the
Borders of the Country), 2001.

Dynatrace 73 Dynatrace ffh i L O — B R 24T B8, A AT A2 RARE T HBEROBAT —
X % OREICHEY)KECH LD E LTHEASIND A AT Z)/WETHE SILTWRWE Z[E ARk
HEE. BERI, BEHEOBEANT =2 Dx s AR— DO OOBEN B AZRIET 2 E5EE2AY O
ELET, B, ADPA 1L, 2001 7T A N —REHR (ERST — X855 1280 ZERIN DU 7ok
A E AT 572 @ Dynatrace DEMICL A FEEZ R L2 LIz 5, BEABIT D202,
A DPA DFEHIL, 2001 7T A N —RGERRA (EESOT —Z X—=2~DTFT — X Difisik) O 3 BRI
BEV, A AT TV ESASDIEROELE ZEET DT DICBERIC L > T Thd L AR ENET,

13. Supplemental US State Privacy Laws Specific Terms. / fifi i 972 KE DIN 7" T A /3 —{RFEEDFEE DI,

(a) The definition of “Applicable Data Protection Law” includes. “US State Privacy Laws” means
all state laws relating to the protection and processing of personal data in effect in the
United States of America, which may include, without limitation, the California Consumer
Privacy Act, as amended by the California Privacy Rights Act ( “CCPA” ) and similar consumer
privacy laws in other states, in each case, as amended, supplemented or replaced from time to
time.

NEH SN DT — 2Rk OERITIEL, KEOM T Z A4 v —iEREGENnEd, REOM T Z A

=ikl B, T AV BAERETHAIT STV A EAT — & OFffi#ER L OVLERIZBE T 2 T ToMNEE
W, B Y T L=TINT T A N —HEEE (LU TCCPA)) Ik » TIEENT=H Y 7+ =T MHEE
TIANR—E BLORZEOMDOINDOREELDOEEE 77 A N —{EEEHRETN, TUHIZREINT
. ENENOGEICB W TR E, fie, FidEEmIoNET,

(b) Where Dynatrace processes Customer Personal Data subject to US State Privacy Laws, Dynatrace
is a “service provider” or “processor” (as applicable) when processing Customer Personal
data. Customer discloses, or otherwise makes available, Customer Personal Data to Dynatrace
for a limited and specified purpose of providing Dynatrace Offerings in accordance with the
Agreement (the “Purpose” ). Dynatrace shall (and will require that its Sub—processors):

Dynatrace 23 KEDM T T A N —KIZHE > TBEEOMENT — % 203 5854, Dynatrace (%, ¥
BREDBNT — X T 50 [H—E AT f F—] £720F LEE] GE4T558) T, B
TR, ABFIHE > T Dynatrace WLB L O —E 2 22t 2 RESNHEOHM (TEM)) ©
722, BEROIANT —# % Dynatrace [ZB/R L, FIXZOMOTGIETHHTE AL 212500
& LET, Dynatrace I&, AFZITHI DL LET (o, TOEUEEICEIERTLEDE LET
) o

i. comply with obligations applicable to it as a service provider under US State Privacy
Laws;
KEDOMN T Z AN —RCESE— AT N X —F 7 TNBEE & UGl S b #5552 857
T5Z &,
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ii.  notify if it can no longer meet its obligations under US State Privacy Laws;

KEDON T FZ AN —EICESL BB A RTCERL BTGB, TOEE@EMT LI L,

iii. not “sell” or “share” (as such terms are defined by the CCPA) Customer Content or
retain, use, or disclose Customer Personal Data: (1) for any purpose other than the
Purpose, including retaining, using, or disclosing Customer Personal Data for a
commercial purpose other than the Purpose, or as otherwise permitted by US State
Privacy Laws; or (2) outside of the direct business relationship between Customer and
Dynatrace; or, unless otherwise permitted by US State Privacy Laws , not combine
Customer Personal Data with Personal Data that Dynatrace receives from or on behalf of
another business or person, or that it collects from its own interactions with
individuals, unless such combination is required to perform any business purpose as

permitted by US State Privacy Laws.

UTOBRRDOTOIZBEREDa T Y% TiR5E] E£72id T3] (CPPADERICL D) ET. £
T BEHROENT — & Z27F:, HHEZIEBRLR2NZ &, (DKL O BE (FEERE K
DI DIZBEHROMBNT — 2 2 /FE, HH, BIRT 52 L 25T) O, FIEEOMKED
INT T A NR—IRIZ K VTR SN BRIO0, F7213(2) BEER L Dynatrace D EHZOEH |
BRUANDBRIDT=D, iz, KEDOMNT T A R —RIZI VTSN T A EEEHRE, BERE
O NT—# %, Dynatrace DMBOFHEHZ FIXME A LZHET DEANT — & L7 iIh O FEEHE
FIIEANIC o TZET A AT —4 . E7213 Dynatrace 2ME AN & DLV B M HINET 2
AT —& EHBEDERNT L, 72720, 20Dl AEDEDR, KEDOMNT T A v —iEic &
DR SN HEAMNEZITT D DICHERIGAZRE ET,

iv. Customer will: (1) upon notice, have the right to take reasonable and appropriate steps
agreed upon by the parties to help ensure that Dynatrace Processes Customer Personal
Data in a manner consistent with Customer’ s obligations under US State Privacy Laws
and to stop and remediate unauthorized Processing of Customer Personal Data by Dynatrace
Processing of Customer Personal Data by Dynatrace; (2) notify Customer if it makes a
determination that it can no longer meet its obligations under US State Privacy Laws in
relation to Customer Personal Data

BEET. ()@ENCLY . Dynatrace 2SKREDIN T T A N —IEIC S BEREDERICAEL
T2 HETCREMHROBAT — 2 203425 X 512 L. £7= Dynatrace [ZXDBEEDOBAT —X D
RIEZRE A2 U, JRIET 572012, YHEM TAE SN AHEM DMy 2 HiE 2 U 5
FlZA L. (2)Dynatrace X, BERDOENT — X IZBET 2 KE DM T T A N —IEIZ S FH5
EHIFRCRETIENTERNWEHE LGS, BEFRICEMTS2H0E LET.

v. Dynatrace acknowledges and confirms that it does not receive Customer Personal Data as
consideration for any Offerings provided to Customer. Dynatrace certifies that it
understands and will comply with its obligations under US State Privacy Laws.

ix. Dynatrace I%. BEFFICREI N ARG B L OV —E 205l & L CEBEREOE AT —
HEZHELRWI 23U, R+ 28 mE LET, Dynatrace 1%, KEDIN 7T A R —1EI
HO BHELHML, WTFTDHZ EEFFALET,

14. Miscellaneous / 25|

Dynatrace Confidential rev. January 2025



(a) Except as amended by this DPA, the Agreement will remain in full force and effect. Any
amendments to this DPA shall be in writing duly signed by authorized representatives of the

parties.

ADPA TIEIES NI HEZRE . ARKITTZRI N 28 LT £9. A DPA OSEIR, HEREZAT S
WS FEORKBENIENTES LF@IZLVITO b L LET,

(b) Notwithstanding anything to the contrary in the Agreement or this DPA, each party’ s and all
of its Affiliates’ liability, taken together in the aggregate, arising out of or related to
this DPA, any order or the Agreement, whether in contract, tort or under any other theory of
liability, shall remain subject to the ‘Limitation of Liability’ section of the Agreement,
and any reference in such section to the liability of a party means the aggregate liability
of that party and all of its Affiliates under the Agreement and this DPA, including all
Schedules hereto. Dynatrace shall not be liable to Customer for indirect or consequential loss
or damage, loss of profit, loss of sales, loss of business, loss of anticipated savings, loss
of or damage to goodwill, or otherwise in each case whether direct or indirect which arise
out of or in connection with this DPA. Without limiting either of the parties’ obligations
under the Agreement or this DPA, Customer agrees that any liability incurred by Dynatrace in
relation to the Customer Personal Data that arises as a result of, or in connection with,
Customer’ s failure to comply with its obligations under this DPA or applicable Data Protection
Law shall count toward and reduce Dynatrace’ s liability limit under the Agreement (or if
applicable, under this DPA) as if it were liability to the Customer. Notwithstanding anything
to the contrary in this DPA (including, without limitation, either party’ s indemnification
obligations), neither party will be responsible for any GDPR fines issued or levied under
Article 83 of the GDPR against the other party by a regulatory authority or governmental body
in connection with such other party’ s violation of the GDPR. AZZK)E 7-137K DPA IZHIEBEDE D
N LHETH, A DPA, TECEIIAZINCHER E 721 3BE S 54 1 FE B L OZ OES O Ef
X, B, RMETAERITEOMOBLGmICE S 0 ENIr b b T, KRN [FHEOHIRR) §5H
IZHED HDOE L, YERHEIZBW THFEFEDOEMLL SN TS HOIE, AEMEBLOAR DPA (KK
TRTCOMBEEZET) ICESEIURYFEEBLIOZOMESRMAN L BICETLZAI T2 VWET,
Dynatrace [, AN DPA (ZAEZRI 7= 13 B8 U CHAET 2 MM E - I3IREM L, BE, FIEoE L,
7 Lo, FEOBL, TRINDIIFEOHEEL, EHOBKEITHRE (W ThoLe b E#E D H
BN EMDRW) 122X, BERICH L TETZADRVWbD L LET, A E 21K DPA I2HKS
SWTNNOYEZEORBEHIRT 52 &< BEHEIL. BERPA DPA £2T@EH ST — 2 1%
FEIRIC S S BHE LB Lo TR, E3ZUCEE L TRAE LT BEHROBAT — X ICBE L
C Dynatrace M- 7= EILIL, BRERICKTIELTHL 0O L H T, ARK (FHITEA SN 5E
34 DPA) Z5-3< Dynatrace DEEMREFICHA SN, HEHINL ZLICRET L DL LET, K
DPA (2B 2HIBEDEE (WFNrDYEEOMERE 2 E 0, TALICIRE SR (Zhhbb
T WTROSER G T O GDPR ELICRIE LT, GDPR % 83 4T3 & B4 o & 71X B Ra
(2 XV AFH IR S 72 GDPR OEIEIZ DWW TEHTEZAWER A,

(c) This DPA will be governed by and construed in accordance with governing law and jurisdiction
provisions in the Agreement provided that the Standard Contractual Clauses will be governed
as set out in section 13 of this DPA.

A DPA IE, AT OUERLERS XL OVEEERE BT A BEICHEIL L . ZhICHE» TR 2 b & L £,
7277 U, BEUEELKISRIEIZ DUV TE, AR DPA DF 13 RICEDDHE ZAIHEI DL LET,
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SCHEDULE A / BI#% A

DETAILS OF THE PROCESSING / ALEE D75

Description of Data Exporter / 7 —# =7 AR — X — D]

The data exporter is the entity identified as the “Customer”

or “Dynatrace” , as the case
may be in case of any Sub—processing,

in the Data Processing Agreement in place between data
exporter and data importer and to which this Schedule is appended

T—H T AR—H— X, BEUBOEEIET —H I AR—F — LT —H A R—HF— L O THikE S,
ZDORFERNIRAAF INTWE T — XK O [BERE] £721% Dynatrace] (FHAITE D) & SNHHHEE VLW
E3cn

o

Description of Data Importer / 7 — % A  7"— 4% —DFiH]

The data importer is the entity identified as “Dynatrace” or a duly authorized Sub-

processor in the Data Processing Agreement in place between data exporter and data importer
and to which this schedule is appended.
TS AR —=HF =L, T—H I RAR—=F =T —H A R —F—DM TRt S, 2 OBRNIR
fFENTWDT—ZBEEKI D [Dynatrace] F72IZIERITHEIR 25 S/ EABEE & S oMMk Z W
b\i‘d‘O

Subject Matter and Duration of the Processing /ZLER Dt 52 & HifH]

The subject-matter and duration of the processing is as follows: ZLFEDXIE: & MifliX. AT
DY TI,

As between the parties, Customer shall be the Controller of certain Customer Personal Data

provided to Dynatrace by Customer in connection to its use of Dynatrace Offerings. The duration
of the processing shall be the term of the Agreement.

W TIE. BEERIE, Dynatrace finds KL O — " A ORI BE L TIRZHED Dynatrace (ZH2fE
LR EDBERROBENT — 2 OEFHRE L7 0 £, LEOBMIE, AZKOWIM L LET,

Purposes of the Processing / #LEE D H i1

The processing is necessary for the following purposes: Z DXL, LA FTOBHIO - DITHLE L
e ET,

To enable Dynatrace to provide the Dynatrace Offerings to Customer and exercise its rights and
obligations under the Agreement.

Dynatrace NIBFEARIZ Dynatrace fMEB L O —E 2 284 L | A ESSHRIB L OEHELITH T
XABLITTHBD,

Data Subjects / 7 — & E{K
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The data subjects may include: (i) users authorized by the Customer to use the Dynatrace
Offerings and (ii) users of or visitors to Customer s monitored applications and/or websites
(including but not limited to the Customer’ s employees, customers or clients, agents,
contractors, and advisors) as determined in the Customer’ s sole discretion.
F— X ERFLLFO®EY T4, (i) Dynatrace B IOV —E RORHEBEHEN LAl SN2 —P— 72
BT (1) BFEROBMBETRET D, BEROEHINGRT 7V r—rva v BIWELFEV = 7H A O
Z—WP—F T (BERORER, BRI 747 b, REAN, FEAES. B2 ETeR, ZNHIZR
E I

Type of Personal Data / El A\ 7 — % OFESE

Customer is required to provide certain Personal Data in order to use the Dynatrace Offerings,
including IP address and first and last name if included in a user’ s e-mail address and user
credentials. Customer may submit additional Personal Data to the Dynatrace Offerings, the
extent of which is determined and controlled by Customer in its sole discretion.

BEHEIL, Dynatrace B £ O — & 2 2T 5 1 bICHFEDIAT — % £ i35 BENS ) £
o ZAUTIE, IPT RLABLOWA (22— —DFETA—NLT FLARL—WF—RAHERICE EN LY
B) BEBBHY ET, BEEL. Dynatrace BEE LU — EASBMOEAT — 4 2245 2 La3C
TFETD, ZOHMITBEENPREETHRELEHRTLIEDE LET,

Special categories of data or sensitive personal data (if appropriate) / $EBl72 07 TV — D7 — & F 7 3B D E
AT —2 GZYET 25E)

The Personal Data transferred concern the following special categories of data or sensitive personal
data: BAESNDMEAT — 21X, LT ORBIZLRFEHO T — 2 £ 13EEOmWMEANT — 2 IZBT 5 H DT,

Not applicable. Customer may not use the Dynatrace Offerings to process any data classified as
“special category data” or “sensitive personal data” unless explicitly agreed in writing.

Y LEHA, BEHRIL, EEICEDPRARERENZZVIRY . T8R0T TV —0F7—% | Fi2i
BEEMEOBVMEANT — % | IZ0MSNDT — X BT 5 72912 Dynatrace 838 L O — B 2 & F]
HTaZ LldTceEthi,
Processing Operations / ALFRIERE
The personal data transferred will be subject to the following basic processing activities: HEEIHU

TAHNT =213, BUF OEEARN IR BEB O Z & 72 0 9,

Dynatrace shall process the Customer Personal Data only as necessary to provide the Dynatrace
Offerings and exercise its rights and obligations as contained in the terms of the Agreement
and this Data Processing Agreement, including but not limited to customer enablement, technical

support, professional services, improving Dynatrace Offerings performance and functions, user
authentication and communications and account administration.

Dynatrace (¥, Dynatrace ffitf L O —E A 22 L, AEKB L OART — X UHBHOLKEICE
HIERB L OEHE I THET 272 DICKLBRIEAIZOHR, BEHEODBEANT —Z #0580 LET, =
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IE, BES, 77 =R — b, B —E A Dynatrace f/h5 JL O — B R OMERER X O
ﬁ'é@ﬁ'ﬂj:\ :1“—‘52 muul—Ej;Ocl:U\ 'fl:l\ T I\*‘:ff%ﬁ)aiﬂiﬁ‘ﬁ\ »-*L% Bﬁﬁéﬂiﬁho

SCHEDULE B/ BI#% B

SECURITY MEASURES / % = U 7 ¢ f51&

Dynatrace (also referred to herein as the “Processor” ), will implement, at least, the technical
and organizational security measures described below in respect of the Customer Personal Data it
Processes on behalf of the Customer (also referred to herein as the “Controller” ). These security
measures shall be applied to all Customer
Personal Data that is subject to the underlying agreement between the Processor and the Controller
(the

“Agreement” ). In relation to third party sub—processors that may process Personal Data on Dynatrace’ s
behalf, such third party will have its own security requirements to protect the Personal Data.

Dynatrace (ARFEIZIBWTIT MAEHE | bW ET) 1L, BER (REFICBWTT MEFEHE] L0 ET)
DT DI T 5 BEHEOMENT — X I LT, D7e < &L LUTFICR#ET 2 Hifd KON 2% = U 7 4
BEAZERLET, 20Xt xa )7 @I, LS EEHEOROEE L 253K (LT TAEK))
DOXGEL 2D T X TORBEROMEANT — 212 H S E 7, Dynatrace (2> TEANT — & ZALBE3 % mIREM:
DD —HOWEIIFIZEE LT, YEE " FHIIEAT —F 2T 27200 MBAOEX 2V 7 4 B E2A L
E3r

Technical measures / £ &
1.1 Authorization / G2

(a) An authorization system shall be used where different authorization profiles are used
for different purposes

BB HERT a7 7 ANERL D BHOT-OICAWSEEIE, ARV AT AR LT
R0 FEHE A,

1.2 Identification / ID

(a) Every Authorized User must be issued with a personal and unique identification code
for that purpose ( “User ID” ). A User ID may not be assigned to another person, even
at a subsequent time.

TRCOFR SN2 —P—ITI, L@@H%Tlﬁ@@kﬁ%z—b(qun~%~mD
BIATTHMENDH Y 9, i~%—m X, L TH-oTH, MFICEV B THZ LIFTE
A,

(b) An up—to—-date record shall be kept of Authorized Users, and the authorized access
available to each, and identification and authentication procedures shall be
established for all access to information systems or for carrying out any Processing
of Data. As used herein, “Processing” refers to any operation or set of operations
which is performed on Data, whether or not by automated means, such as collection,
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(c)

recording, organization, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction.

PR SN Te 2 — Y — DR O RE L, %Aﬁﬂﬁf%éwm7ﬁtx%%ﬁb TR
AT DD FTXTOT 78 AEITT —ZUHEDOER DO 72012, I L OGEREFIRZ iz
H2Hb0ELET, ZITHOWLATWS LB 13, BEMESNIZFERTH 2 0E0Ih1D
L. T LTUTON LSO OBIEEIT—HEOBRELZFE L, INE, Fosk. I, 1%
i, RAF. BISE7IFEE, MR, MR . FRICE LR, ERELITZOMOTE
THHTE L2152 8, BINELITHES, BIR, WEELIMEERERSTENET,

Passwords shall be modified periodically as set forth in the Information Security
Policies. /RAT— KX, EHREF 2V T 4RV —IZEDOLNZERBY, EWIICETE TS
LOELET,

1.3 Authentication / ZREF

(a)

(b)

(d)

(e)

Authorized Users shall be allowed to Process Data if they are provided with
authentication credentials such as to successfully complete an authentication
procedure relating either to a specific Processing operation or to a set of
Processing operations

PRl Sl — I, %E@Mﬁ¥ it — DAL B 2 FBRE IR & IEH T
TI 5 &) REEER T TG E. T BT L L O 2T 5 b0 L Liﬁ‘o

Authentication must be based on a secret password associated with User ID, and which

password shall only be known to the Authorized User.

Y. 22— —ID IZB AT N DO A T — RIZESW I i 63, #
DRAT — NI SN2 ——DOHR B H->TWb DL LET,

One or more authentication credentials shall be assigned to, or associated with, an
Authorized User.

1 Oif_ (TEEOBAEE T, FFAISNca—F—IZH D Y THNDL D, EFFFIS e
u%@ﬁi%h@%@&bi?o

There must be a procedure for password confidentiality and integrity. Passwords must
be stored in a way that makes them unintelligible while they remain valid. There must
be a procedure for assigning, distributing and storing passwords

INAT — ROBEEN L BN AMHERT D TCODOFIARH L LERH Y £F, NATV—=FRE A
BHHIRN THIUIMFIE TE RV K D ITRAF L RTIUTRY A, NAT—FRZ2EID 5T, i
ML, RETDEOOFIEN D DLERHY £7,

Passwords shall consist of at least twelve characters, or, if this is not technically
permitted by the relevant information systems, a password shall consist of the
maximum permitted number of characters. Passwords shall not contain any item that can
be easily related to the Authorized User in charge of the Processing and must be
changed at regular intervals, which intervals must be set out in the security
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document. Passwords shall be modified by the Authorized User to a secret value known
only to the Authorized User when it is first used and periodically thereafter.

NAT— RiFD7e &b 12 XFTHRL2TER 5T, BET 51E#R T A7 A THIFIZZ
ADNFFAI SN TR WG AIE, 7SR T — RIFEFFR ST D IR SCTFECCHERL L 72 1 4uiE7e 0
FHA, NAT—RIZE, WHEZ RS T 5 sz — P —ICE GBI 5 2 &R TX
LIEHEZEATIIRLT, EHICERE L F8A, ZORRIZES 2V 7 ¢ 0E
WZED 2T IER Y F A, NAT— R, RANCHEHT 5 & 2B LOEOREIIC, 7]
SN2 —F—=DHFDOLNRH > TWAMEBOMHEICEFTLH0E LET,

(f) In addition to a valid user ID and password combination, all access to Dynatrace data
or systems must be secured by a Multi-Factor Authentication ( “MFA” ) solution.  The
MFA solution can be either software or hardware in nature

Bhrea—HP—ID L XA T — ROMBAEDLEITIZ . Dynatrace DF —Z 721X AT L~D
TR AFTARC, LERTEGE (IMFA)) V) a2—Ya ko TRETIVENRD Y £97,
MFA YV a—> a0, Y7 b7l THEN—Ru 2Tl 8DTHHEWETA

o

() Authentication credentials shall be also de—activated if the Authorized User is
terminated or
transferred or de— authorized from accessing the information systems or Processing
Data.

HFa SN2 —YP—NREINTHE. TRITERB LSS, SHITHER AT 48 LT
BT — R ~DT 72 AMERND 2L 7o 7256, BiEEB bbb sns b0 s LET,

1.4 Access controls / 77 & AEH

(a) Only Authorized Users shall have access to Data, including when stored on any
electronic or portable media or when transmitted. Authorized Users shall have
authorized access only to those data and resources necessary for them to perform
their duties

BIRELIIR—ZTNAT 4 TIRGETH L&, FRFRETLILEEEED, T X177
TATELDIFFFAISNIc—F—ICTRET 26D L LET, FFfShica—F—I2id, B
EEITTHIDICMERT —ZABLIOY Y —A~DT VB ADHEHATLHHDE LET,

(b) A system for granting Authorized Users access to designated data and resources shall
be used. MEEINTZT —HBIN) V—=RA~DT 7 AeHFAENT-a2—F—=IffH5ET 5%
TLEMHT OO E LET,

(c) It shall be verified semi—annually, that the prerequisites for retaining the relevant
authorization profiles still apply. This may also include the list of Authorized
Users drawn up by homogeneous categories of task and corresponding authorization
profile.

P T L2, BT ORGET 1 T 7 A Ve RFFT D 72O ORHESE MK E L THEHA ST
L2 EEBEETD2H0L LET, UL, AV DO N T T ) —B LRI 27GFE7
777 A NEENERSNEF A SN2 —F—D I A M EENIHERH Y £,
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(d) Measures shall be put in place to prevent a user gaining unauthorized access to, or
use of, the information systems. In particular, intrusion detection systems
reflecting industry best practice should be installed to protect the information
systems from unauthorized access.

2P =PERI AT DIARELT 7 BA LY A LIED 352 L &2BIET 2720 DOHEE
ZHwLDbDE LET, FHI, RERT 7 EADNBERI AT LERET H2DIT, ERDON
ANT T 0T 4 A& R LIRS AT D BT L0ENH D £7,

(e) Operating system or database access controls must be correctly configured to ensure
authorized access only.

FR—F 4 VTV AT ARTF—AR—ZADT 7 AfHEE LSRR EL, FAEshE-T7 27t
2ZDHPITOND LI THHERDH Y F7°,

() Only those staff authorized shall be able to grant, alter or cancel access by users
to the information systems.

MEfRAZ B2 5N AZ v T DORHRND, 2—F—Z L DERS AT L~DT 7 AL, BH,
FRIIBRVET o ENTELLDE LET,

1.5 Management of computer systems and removable media / 2 B a—X L AT ABILONY A— T )L A
T AT OER

(a) Network information systems and physical media storing Data must be housed in a
secure environment with physical access restricted to staff that are authorized to
have such access. Strong authorization and access controls must be maintained

T—HERFETERY P =T IEFR AT LABLOWEAT  TiL, BEBREIREL. B
BT 78 AIFDOL D72 T VB AEZFTF A SN AL v ZIZHIR LgiTiud7e 8 A, 78
TRFRAE L T 7 v AEFL AR T D MNENH Y £,

(b) The software, firmware and hardware used in the information systems shall be reviewed
annually in order to detect vulnerabilities and flaws in the information systems and
resolve such vulnerabilities and flaws.

WS AT MR ER TS Y 7 by =T, 77 —A0 =7, A= Ry =73, flv27
LD M it L, 20 & 5 RIBSIHES KM T B 7201c, R4S L 24T 5 b
DELET,

(c) Policies and training shall be issued with regard to keeping and using media on which
Data are stored in order to prevent unauthorized access and Processing

RIEZRT 78 AR AL IET B 72010, T2 BMREEINTWDE AT 4 7 ORE LRI
LTCRI—%FITL, bL—= P 2FE+THb0E LET,

(d) When media are to be disposed of or reused, necessary measures shall be taken to
prevent any subsequent retrieval of the Data and other information previously stored
on them, or to otherwise make the information intelligible or be re—constructed by
any technical means before they are withdrawn from the inventory. All reusable media
used for the storage of Data will be overwritten a minimum of three times with
randomized data prior to disposal or re-use
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AT 4 T R ELIEANT 25813, DENCREFESN TV T =2 B L OZOMOER %
BINORRTERVWEDICT o0, BINHFERICE > THERZBEM TEZ VWK SITT 50,
WERETERNE DT DI ERELH L THL, ERPLOIY HS 2T 48
too T—HDRIFITMH SN T X TOBFMMAFRERAT 4 7IE, For ¥ bshizT—4# T
RAK3 P EFEX LT OREELIIHANAT I DL LET,

(e) The removal of media containing Data from the designated premises must be
specifically authorized by the Controller and in compliance with Dynatrace policies.

BEINEHENDT — X528 AT 4 72 RbHTIOIE, BHE ORI AR EZT,
Dynatrace A U 3 —|ZH#EHL L TN 2 duiE 72 0 S8 A,

(f) Media containing Data must be erased or rendered unreadable if it is no longer used
and prior to proper disposal.

T=HEZ AT 4 TIE, LR o7 mE, WUNCHERET RN, WEEITFHAAD
ROEITTDIHBENRDY £,

1.6 Distribution or transmission MAlME %7=
Ee=S
(a) Data must only be available to Authorized Users. F—# ZFIfT& 5 Dix, Fal&hiz=
—F—IRETDHHDELET,

(b) Encryption (128-bit or stronger) or another equivalent form of protection must be
used to protect Data that is electronically transmitted over a public network or
stored on a portable device, or where there is a requirement to store or Process Data
in a physically insecure environment.

NIEDOF Yy NI =7 Zr LTEFICEE SN T —FRR—F TNT A, RRIFEINDT
— 2 FRIEMENICZETROVERE CF — ¥ ZIRFE I3 T 2 LR H D55 E121E,
Tk (128 By RULE) 132 OMOFREFEOREFEALMEN L CTF — 2 2RET 2L ERH
D i‘d‘o

(c) When Data are to leave the designated premises as a result of maintenance operations,
the necessary measures shall be taken to prevent any unauthorized retrieval of the
Data and other information stored therein.

AT F U ADTZDIHRE SN O T — 2 2R b T, 7202 ZITRFES
NI DMDITERPANIEICESE S NRWE 92, BERIEEZHECLRTNERD £ A,

(d) Where Data is transmitted or transferred over an electronic communications network,
measures shall be put in place to control the flow of data and record the timing of
the transmission or transfer, the Data transmitted or transferred, the destination of
any Data transmitted or transferred, and details of the Authorized User conducting
the transmission or transfer.

T NEFBEERY NI =7 20 L CEEERITEmEINDGE, T— 2O Efil#E L.,
EEELITEEOX A I T REEFEEEINT —%, BEELREBEEINT 42D
Sa5E. BLOBHMEEITHREZIT O P SN — Y — DMz kT 5 - O DOHE A2 # L 5
LOELET,
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1.7 Preservation, back—up copies and recovery fRif. S 7T v at’—¢&

D RVES

(a) Procedures must be defined and laid down for making back—up copies and for recovering
Data. These procedures must provide for Data to be reconstructed in the state they
were in at the time they were lost or destroyed

Ny 2Ty Fab—DFRE T =2 OREDZDDFIRZER L, BUELRTNERY $EA
o THUHOFNL, T —F PR ETIMBEE SN RFOIRE THEET 5 Z LIS HE LR
ThiEe v A,

(b) Back-up copies must be made at least once a week, unless no Data have been updated
during that period. Nw 7 7 v avr’—ix, D7 b 1EMIC I ERER L TIUERY
FHA, L, ZOHMPICT —ZBEHINRDSTEHEILZORY TlExd v /A,

(c) A back—up copy and data recovery procedures must be kept at a different location from
the site of the information systems Processing the Data and these minimum security
requirements shall apply to such back— up copies

T —H BT HIER AT LDV A S EITRIOBFNI Ny 7T v T ae— b5 —Z[aETFIA
PRE LTI T, ZoRIKEX2 VT BHIIZFOL YNy 2T v ar— @A
SNHrboE LET,

1.8 Anti-virus and intrusion detection 7> F T AL AL LN
1RAFRH

(a) Anti-virus software and intrusion detection systems should be installed on the
information systems to protect against attacks or other unauthorized acts in respect
of information systems. Antivirus software and intrusion detection systems should be
updated regularly in accordance with the industry best practice for the information
systems concerned (and at least annually).

TEH Y AT DT DHBESZOMORIEITED LIRET S22, HHVAT DT VT U
ANAY T N 2T RRARA T AT LEEALRTIUIRY AL, TUVTUANLAY T K
U T BILOMRARMY AT ML, YEERY AT LOERDORANT T 7T 4 AHE-> T,
EMINC (D7 L 1RE) BHTLIMLERS Y £7,

1.9 Testing / 7 A b

(a) Testing prior to the implementation or modification of the information systems
Processing Data shall not use real or ‘live’ data unless such use is necessary and
there is no reasonable alternative. Where real or ‘live’ data is used, it shall be
limited to the extent necessary for the purposes of testing and the level of security
corresponding to the type of Data Processed must be guaranteed

[EH AT ADOUFRT — 2 OEEF /- |1 IE TS HOT A N T, EROT—Z2F-12 194
T TR ERHLENLEDOE LETR, FOL)RFEANMKETHY . AENRIRFEN
BRWEAIZZORY TIEH Y E¥A, BEEOTFT—F2FE-1T 15947 T—22FHT 851
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. T A N AMICSRERGIICIRE L, A SND T —Z OFEICHET 2% 2 U T 0 LUb
ZRAET DN DY £,

.10 Audit / BEH

(a) Regular audits of compliance with these security requirements, at least annually,
should be performed

ZOXI X )T 4 BEAOUEIUZONWT, DA L BE L ROTEHMER 2 E KT 5
WERH Y £9,

(b) The results must provide an opinion on the extent to which the security measures and
controls adopted comply with these security requirements, identify any shortcomings
and (if any) propose corrective or supplementary measures as necessary. It should
also include the data, facts and observations on which the opinions reached, and the
recommendations proposed.

ZORERNS, BHSN X2V T A HEBLOEFEA OO X 2 ) T ¢ BRI EOR
FEETHEPLL TODMIZOWNWTORMEHR T, RAZFEL., (b LI HLEIDLUTE
EHEF T ITMeEE 2 IRE LT E R Y T A, 2T, RRICEST2RILE 72 55—
. FEBILOBIE, 20 NCREINTHERFEEL SO ILERH D 7,

2. Organizational measures / FHA T E

2.1 Security plan and document / B¥ =2 UTFT s FHEHE RE¥ A b

. The measures adopted to comply with these security requirements shall be the subject
of the Company’ s Information Security Policies and set out in a security portal, which
shall be kept up to date, and revised whenever relevant changes are made to the
information system(s) or to technical or organizational measures

INHDEFX 2T 4 EEAETTHOICERHAT 2HEIX, YttofHtexa2 )7 oA Y &
—ORRLRY EF 2 U T A R—HVEBSNET, TAUTFE TR OREBICR D, 1H#)
AT NEITHEM L U < IR 2 B I L CEENNZ DS AT wIc®kiT+5
HLDOELET,

. The Information Security Policies shall address: fE#kEF=2VUT 4 AR Y >—Tlid, LLTFD

FEHEROE O bOL LET,

(i) Security measures relating to the modification and maintenance of the system(s)
used to Process Data, including development and maintenance of applications,
appropriate vendor support and an inventory of hardware and software;

TV Ir—a VOBRERE LOMRSE, @R A =R~ N R zTBIR T T2 T DA R b
VGt T—XAIIFEHESND VAT AOETE L OMEFICET A Ex 2 U 7 ¢ HiE,

(ii)Physical security, including security of the buildings or premises where Data
Processing occurs, security of data equipment and telecommunication infrastructure
and environmental controls; and

WEM X2 )T 4 (T—XNENMTON A EME IO )T ¢, T— X
BIOWEA 708X T ¢, BESHESTD) |

(iii) Security of computers and telecommunication systems including procedures for
managing back—up copies, procedures dealing with computer viruses, procedures for
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managing signal/codes, security for software implementation, security related to
databases, security for connecting systems to the Internet, inspection of
circumvention of data system(s), mechanisms for keeping account of attempts to
break system security or gain unauthorized access

AV 2= BLOEREEV AT LAOEX 2T 4 (RNy s 7 v 7 at—0FHFIE,

T2 —FTA VAT HFIE, (F5/2— ROERFIR, V7 MU =7 EEDD
DEX2VT 4, T—ER—RCEATEEX2 VT (., VAT LEA U E—Fy NI
THEODOEFXF2VT 4, T—EF AT LOMEMEORE, AT L20EX=2U T 4 D
EORET 7 B AR DITEETLET DTOD A=A LEET) |

. The security plan shall include all Dynatrace policies, as updated from time to time,
including but not limited to:

T2 VT 4 FHEICIE, LFZ2E0R, ZROICRES R, FERFEF SN DT TO
Dynatrace R ) > —%2&H 5D E LET,

(i) Code of Business Conduct and Ethics EZEfHEE - {TEIHER
(ii)Global Data Protection Policy Z' m—/ N)LF —Z{L#ERY o —

(iii) Dynatrace IT Acceptable Use Policy
Dynatrace ITHJHARY > —

(iv)System Security Policies: Dynatrace Access Control Management Policy; Backup
Retention
Standard; Change Management Policy; Change Management Policy — Business Systems;
Compliance Policy ; Cyber and Data Security Incident Response Plan; Data
Classification

Policy; Data Loss Prevention Policy; Electronic Monitoring Policy; Encryption
Policy; Human

Resources Security Policy; Information Resource Management Policy; Information Risk
Management Policy; IT Operations Policy; Mobile Device Policy; Network Access
Policy;

Network Account Password Policy; Network Firewall Policy; Physical Security &
Environmental Policy; Returning of Assets for Terminated Employees Policy;

Secure; Security Phishing Policy; Service Account Lifecycle Policy; Vendor
Management Policy; Vulnerability Management Policy; Workstation Security Policy.
VAT AEXR2 YT AR Y — : Dynatrace 7V B REHRY — N U T v TEREFHYE
EEERHRY S — EERERRY — - EVRAVAT A, AT ITATUARY —
VANR—BIYT—E X2 VT A T MRHUGEE, T2 R — T—
ZHEIGIERY >— BFEHERY — B bR — AFEXF2VT 4R —
HHREREERY >— FRY AZEHRY >—, IT AL —2a VR v—, F81 L
TNRAARY) V— Ry NT—I T I BARY — Xy NT—=I T HT 2 hRAT— R
RY— Xy NT—I T 7 AT U+— VKR — PEAEX=2) T ¢ ERERD V—
. MRIESNIMEEBORHERHIFY v—, ¥FaT, EXFa VT4 74y IR v—
Y =ERT AT N TATHA I NVRY = N EERY — MagstE AR Y
v VI ART—varEXxa VT4 RY v—,

Dynatrace Confidential rev. January 2025



(v) The security plan shall be available to staff who have access to Data and the
information systems, and must cover the following aspects at a minimum:
X2 T 4 5EE, T BIOER AT LT 7V BATDHAX v 7RFIHTE 5 X
L, DR EBUTORE I AN—=LRTER Y 8 A,

(vi)The scope, with a detailed specification of protected resources; #iPH (fR#EShi-
VY — A0 R EET)

(vii) The measures, standards, procedures, code of conduct rules and norms to guarantee
security, including the control, inspection and supervision of the information
systems;

X2 VT 4 ZREET D70 OKE, KA FIE, TERGE L —L, B (FHY AT A
DEMH, B BEEED) .

(viii) The procedures for reporting, managing and responding to incidents; and A ¥
T v hOWE, BE, HEOFIE,

(ix) The procedures for making back-up copies and recovering Data including the member
of staff who undertook the Processing activity, the Data restored and, as
appropriate, which data had to be input manually in the recovery process
Ny 27 v 7at =B LT =2 DETOFIE WIIEEZIT7- A% v 7 #iL
ENFETF—4, BIOMEIIG L TELT e A TEDOT =X 2FEHTAH LR TIER
LRl EET) |

2.2 Functions and obligations of staff A& v 7 DIk
%25

. Only members of staff that have a legitimate operational need to access the information
systems or carry out any Processing of Data shall be authorized to do so ( “Authorized
Users” ).

W AT DT 7R ALY T— 2 OREEFAT LI Y T 5 ELR3EH LOLEMRH 2
ALy IO, ZOEGEFAT 0L LET (FFTsniza—H—))

. The necessary measures shall be adopted to train and make staff familiar with these
minimumsecurity requirements, any relevant policies and applicable laws concerning the
performance of their functions and duties in respect of the Processing of Data and the
consequences of any breach of these requirements

F—Z AT A L BEOFT. BIXOIH L OEMIER LIBRE OREEIZOWT,
ALy 7 EIFRL, TNODORIEKEX =2V T o BiE, BETLIRY —, BIOWEHINDE
BEMNSEDL7-010, LELAFEEZBRATI LD E LET,

. The functions and obligations of staff having access to Data and the information systems
shall be clearly defined through application security roles

T BIMERV AT AT VAT EAX v 7OMERBIOE ST, 77V r—vavt
X2 T s DEEZELU CHBICERTDH DL LET,
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. Authorized Users shall be instructed to the effect that electronic equipment should
not be left unattended or made accessible during Processing sessions. Physical access
to areas where any Data is stored shall be restricted to Authorized Users. The
disciplinary measures for a breach of the security plan shall be clearly defined and
documented and communicated to staff. FFr Sz —H—(Z, WY v a3 I E TR
ERELIZYD, T7EATELIIICLED LTEARLRVWEW) BOEREZHTLOL LE
T T—HAPRGESNTOWDZU T ~OENRT 72 A%, fFafSnica—F—IZRET D
bDELELET, BXa U T o HEIGER LGSO E X, WlicER L, CEkL, A
Zy 7T 26D E LET,

2.3 Chief Security Officer / Emt¥=VF ¢ BLH

. A person or persons responsible for the overall compliance with these minimum—security
requirements shall be designated as the Chief Information Security Officer ( “CISO” )
The CISO shall be suitably trained and experienced in managing information security
and provided with appropriate resources to effectively ensure compliance

INODOREROEX 2 V7 ¢ ERHCRENICERLT 2 BT2A5 5%, kafflitx=V 7
4 BEHE (LLF ICIS0)) ELTHEMTDILDELET, CISOIE, H#HEX= U 7 0 OFHIC
B L CHEb)edllfi sz ), BBRZFEA, 2T T4 T 2 AZNBRINTHER T D 72O Db /e
V= ADEMEZ T H LD E LET,

. The contact details of the CISO shall be provided to the Controller upon request

CISO DE#&IIT, TSRS U CEHEICIRMET 20 e LET,

2.4 Record keeping / FCE#kODIRTF

. A history of Authorized User access to, or disclosure of, Data shall be recorded with
a secure audit trail.

TR ESN/ca—F =l L DT —=F~D7 7B AEIIT — ¥ ORROBIEIL, 227 B
EEBITRETObDLE LET,

. Only those staff duly authorized may have physical access to the premises where
information systems and media storing Data are stored

ERITHEREZ G2 DNTZAL v TDBN, T—ZERGETDHHERI AT LIBIOAT 4 7 0ME
XN TWAIERICYERMIC T 7B AT A2 LR TXET,

There shall be a procedure for reporting, responding to and managing security incidents
such as data security breaches. This shall include at a minimum:

T=EEX 2 VT A REREDOEX 2V T A T 0 bl ih, FHT 5720 OFIE
AMETL DL LET, ZHCEIARCLEBUTZED LD E LET,

(i) A procedure for reporting such incidents/breaches to appropriate management; =@

KOl A T U b ER R )7 PRI D T2 o D FIE,

(ii)A clearly designated team for managing and coordinating the response to an
incident led by the CISO; A >3 7 ¥ b ~OxfGEEHE L OFHET 5 720 OIS
TE S 72 CISO D F— A,
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(iii) A documented process for managing the response to an incident including the
requirement to keep appropriate issues and action logs to include the time at
which the incident occurred, the person reporting the incident, to whom it was
reported and the effects thereof;

ATV DR EEIT A0 NE L EINEZT v R (ST MNRELE
REZl, A o7 v FalE L, #iEd, B O o8 L2 S teiy) el X OYTHE)
07 A RE T A EMAEETe)

(iv) The requirement on the Processor to notify the Controller without undue delay if
there is a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to, Data transmitted
stored or otherwise processed by Processor; and

WLBRE ISR, RTF. X2 OMOIFIETUEE L7 — % OfFE S L < &L
VR, Ml A RIEERBITR, ERIET 7B RICORNEEXR 2 ) T A ERKNH S T2BE
CVEREE IR, EEEICERR BATOMNERDH D T,

(v) The Processor security/incident management team should where appropriate work

together with the Controller security representatives until the incident or
breach has been satisfactorily resolved

WHEDO X2 VT 4 /A T v MERF— LT, BEISLT, A7 bEITE
KBRS NDE T, HHEOEX 2V 7 A HBYF LW I LRTIUIRY FHEA,
(vi)The procedure for reporting, managing and responding to incidents shall be tested
at least once a year. A 7 v hOWE, B, MEOTDOTFIET, bttt 1

FIZIETAMTLHDL LET,
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