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The promise of agentic development

Agents can take on and
complete increasingly
challenging tasks
autonomously

Developers and agents
work together to get
more done

Agents handle the heavy lifting
of increasing test coverage,
documenting code, optimizing
performance, fixing security
vulnerabilities



Challenges with Al development

Al coding tools excel at small
tasks but can fail with
complex projects

Existing tools make it
difficult to collaborate with
and manage agents

Getting a project from
proof-of-concept to
production while
maintaining quality
control becomes
increasingly difficult



Solution: Spec-driven development

PLANNING DESIGN IMPLEMENTATION TESTING & QA DEPLOYMENT MAINTENANCE

ISSUES
FOUND

Kiro helps developers and engineering teams
ship high quality software with Al agents



KIRO© «iro

One agent, every surface

€ >

signals-saas

SIGNALS-S.. (L (3 C @ eeo D) ==

v backend

...[hello-world $ deploy.sh 2 globe.png @ auth.rs X

backend > src > & auth.rs

k
v src 2

T O 6

5 id 3 //! Auth is a xmodex, not a boolean, selected by the ‘AUl
pr?w > 4 /71! AUTH=mock (default) — no login; every request me
¢ ® api.rs - /1! identity/tenant. Local + demo only.
< @ auth.rs 6 //!  AUTH=cognito — verify a Cognito-issued JWT from the
& cache.rs 7 Ve it to a tenant. (JWT verification lanc
£§> 8 //!
® creds.rs ) . . .
9 //! Add future providers (e.g. ‘midway’) as new ‘AuthMode
C] ® errorrs 10 use axum::http::HeaderMap;
& & main.rs 11
® mcp.rs 12 /// How the service authenticates callers. Replaces the
GDD ® state.rs 13 #[derive(Debug, Clone, Copy, PartialEq, Eq)]
. . 14 pub enum AuthMode {
a.rg.;e 15 /// No login — a single fixed dev identity. Local/de\
@ .gitignore 16 Mock,
= Cargo.lock 17 /// Verify a Cognito JWT from ‘Authorization’ and re:
o) & Cargo.toml 18 Cognito,
> deploy o ¥
20
v docs __ R Y R S
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TR77 mimiacnwv 17 10000 20OM N2 082 02V A0 /Annliratinanc/Kirn ann/Cantaentc/Framaunr

Verify Access test X

.
et 1 s b u I I d Async subprocess timeout bug in gateway
L it p feviKiroCrew/pull.

Plan, sl

Start with a workflo
® Spec Structur
= Plan Plan-only
{% Bug Fix Struct

i= Quick Spec F

LX) @ Local S DevBox1 S Ghosty @ 2K — Search for anything Q Request a Feature.
B Agent F S
& eEtlreets (U (X4 ~ Kiro Crew Landing Page Desi @
B © o =D DETAE @ BB & @semx Bo
. o _ ® [ option-b-product.html [BROWSE] use the kiro branding © Browser —live - Kiro Crew.
Q = T
New Session X = !
(=) O option-c-editorial.html o -
B i Review
° New chat in folder ®
m
ousoom T ——
113 Specs App
Loop 3128 Round 57 pushed. Head 09462,
s Gres oy

04:53PM
iew report viewer integration
sleep 1500; SKILL_DIR="${KIROCRE

Real approved copy changes the structure, so | built the actual page rather than re-lettering the mockups. Two
things in the source copy | need to flag before you ship it — noted after the screenshots.

Creating kiro-crei ng.htal @

defauit

Webhooks fundamentals and mecha
Running: sleep 1740; cd flocallhome/kseam/wt
0 #s10

A persistent workspace for
development work that is
bigger than a single task

Running: @pla:

Running _take_screenshot

default 1 P Reading inage /local/home/ kiro/crew/workspace/crew-1anding-full.png

Two things to fix: the proof-point disclaimer is far too dim for a figure qualifier ( #4a4é4e on #19161 is roughly
211 contrast, failing WCAG), and | want to confirm some faint text near the final CTA is a screenshot compositing
artifact rather than a real overlap.

Editing kiro-crew-landing.html kiro-crew-landing.htnl

Running: @

. $854

default 1
i'd love a better ui in session for this --

view-ready. Stopping the loop.

Folder picker in chat input is not mac0s-
native (NSOpenpanel)

(diff) Pushed to #76
Qwes % O ws

Message Kiro Crew.

(Ilcommand - @file - $skill

89cc3fd7 (rebased

0 #769 + & ©Trust ¢ m

~ O Older Sessions. - claude-opus-5.

An early release of Kiro CLI V3 is now available! Try it out: kiro-cli --v3
https://kiro.dev/docs/cli/v3/

Tip: Share your thoughts anytime — type /feedback to send feedback to the Kiro team.

'+ What's new: Cloud sessions, specs, expanded hooks, and an improved trust model.

Ask a question or

# & O GPT5kiro_default

ctrl+o to expand

(main)

claude-opus-4.8 - o 10% thinking: default : ~/work/pixel-quest

> [Jask a question or describe a task «

/copy to clipboard

One unified agent harness powers Kiro across IDE, CLI, Web, and Crew.
Your specs, steering, and .kiro/ config travel with the repo and work on
every surface.




KIRON:

Preview Mode —
L

£ kiro-demo-base BOGB O ’

ePoReR-. (L B2 C O ==

> __pycache__

> .pytest_cache

> venv

> .vscode

> instance

> templates

* app.py

' CHANGELOG.md

@ conftest.py I

) README.md /
= requirements.txt Let's build

@ test_app.py Plan, search, or build anything

Spec-driven
development

< v ©

%

* Kiro turns your prompt into
clear requirements, system
design, and discrete tasks

@ 6 &

* Iterate with Kiro on your spec - © spec

Plan first, then build. Create

requirements and design before

and architecture i, | (B

* Thinking through features in-depth

© Kiro agents implement the oprgec\snminguphm(pummg
spec while keeping you in
control

Great for: ’

@\ | want to add a new feature to my application that lets me create .
S categories for my events and filter my events by category

# 9 Auto ~ Autopilot 1@




RIRO© cu

O ® H5 % g O O

HEALTHCARE-V...

> kiro
~ backend
> clients
> prompts
> tools
.gitignore
@ agent.py
# Dockerfile
¥ requirements.txt
> docs
~ frontend
> public
> sre
O .env.example
@ .eslintrc.cjs
O .example.env
.gitignore
.npmignore
{} components.json
« frontend.png
index.htm!
{} package-lock. json
{} package.json
J5 postcss.config.js
55 prettier.config.js
5 tailwind.config.js
I tsconfig.json
{} tsconfig.node.json
¥ vite.config.ts
> infrastructure
.gitignore

agceo

! .pre-commit-config.yaml|

CONTRIBUTING.md
f LICENSE
{} mcp-registry.json
i) README.md

X Amazon Q

>

Kiro is

fJ Preview README.md — Healthcare-voice-agent

{} mep.json kiro/settings U ¥ ¥

1) README.md > @ # Nova Sonic Healthcare Call Center

1

ROBL

# Nova Sonic Healthcare Call Center

An AI-powered outbound call system for healthcare appointment management. Uses Amazon
Nova 2 Sonic speech-to-speech model with ANS Bedrock AgentCore for natural,
conversational patient interactions.

## Features

- sadatural speech-to-speech interactionsss using Amazon Nova 2 Sonic

- **Secure patient authenticationsx using patient name and last 4 digits of SSN

= sxAppointment managementss — confirm, cancel, or reschedule with context awareness
*+Health information gatheringsx for upcoming appointments

ssEscalation to a live agents= with SNS notification

=Multilingual supportss — seamlessly switches to patient's preferred language

- »slow-latency bidirectional communicationsx via WebSocket with SigV4 authentication

## Demo
Watch the system in action:

[English Demo] (https://www.youtube. com/watch?v=KsTOkS11200)

<details>
<summary>Other Languages</susmary>

TERMINAL PORT

~ TERMINAL

~/Healthcare-voice-agent $ kiro-cli chat

L README.md

E% Preview README.md X

= ‘ Nova Sonic Healthc

An Al-powered outbound call system for
speech-to-speech model with AWS Bedi

Features

* Natural speech-to-speech inter:
+ Secure patient authentication us
« Appointment management — co
* Health information gathering for
« Escalation to a live agent with SA
. support —

« Low-latency bidirectional comm

Demo

Watch the system in action:

Fnnlich Nama

Welcome to the new Kiro CLI terminal user interface (TUI).
Try it out and let us know what you think using the /feedback command.

Kiro - auto o 1%

Bosk a question, or describe a task « w

available in the terminal

BOQO°

N (D oo

An early release of Kiro CLI V3 is now available! Try it out: kiro-cli —-v3
https://kiro.dev/docs/cli/v3/

Tip: Share your thoughts anytime — type /feedback to send feedback to the Kiro team.

‘t What's new: Cloud sessions, specs, expanded hooks, and an improved trust model.

ctrl+o to expand

kiro_default claude-opus-4.8 - o 10% thinking: default - ~/work/pixel-quest (main)

> Jask a question or describe a task «
/copy to clipboard

Terminal-native Kiro: headless mode for CI/CD, session management,
and cloud sessions with kiro-cli --cloud — turn ideas into implementation
while staying in complete control every step of the way.



KIRIORE R

Kiro in your browser — now generally
available

Browser-native agentic

Expand multi-herd testin &
development at L JKIRE D P 9 C
® U WUIKEI IdIUIlesS

— no local setup required. Automations « 40 distinct test operations
Assign d goal, step away, and come e All schemas, counts, completion markers, sequences, and trace pairings validated
back to a pu" request. aF New session Results: /projects/sandbox/herd-logs/campaign-20260916T153121Z-seed-20260916/

Evidence:
Autonomous mode: Kiro plans, Sessions = Showal

e manifest.json

delegates to sub-agents, verifies
each step, and opens a PR —
nothing merges without your

v Ungrouped e summary.json

O Expand multi-herd testing i L T e

Reusable tools:

approval. O Assess production health
e /projects/sandbox/random_workload_campaign.py
One conversation across multiple © lappreciate you askingme to.... - ¢ « /projects/sandbox/validate_random_campaign. py
repos, Wlth coordinated PRs. The seed 20260916 makes this exact campaign reproducible; another seed generates

different workload sizes and herd distributions.

GitHub-native: a kiro label or /kiro
comment assigns work; steering
files carry your conventions across
IDE, CLI, and Web.

Est. Credits Used: 6.66 Elapsed Time: 2m 14s



[}@U@@ Kiro Crew

Kiro Crew — your open-source personal agent

Persistent context. Continuous
learning.

Progress that keeps moving.
https://kiro.dev/crew/

Open-source personal Al agent that runs
on your hardware — local or remote

Persistent and self-improving:
autonomous tasks, scheduling,
heartbeats, and sub-agents

Multi-channel — drive it from Slack,
Discord, Telegram, Teams, and more

Same specs and steering that power the
rest of Kiro — it's part of the family

P kRO ()

Automations

+  New session

Sessions = Showall
v Ungrouped
@ Expand multi-herd testing )
 Assess production health °
@ | appreciate you asking meto... e

Expand multi-herd testing c &
® U WUIKEI Idllules
¢ 40 distinct test operations

¢ All schemas, counts, completion markers, sequences, and trace pairings validated

Results: /projects/sandbox/herd-logs/campaign-20260916T1531217-seed-20260916/
Evidence:

e manifest.json
e summary.json

e validation.json
Reusable tools:
e /projects/sandbox/random_workload_campaign.py
e /projects/sandbox/validate_random_campaign.py
The seed 20260916 makes this exact campaign reproducible; another seed generates

different workload sizes and herd distributions.

Est. Credits Used: 6.66 Elapsed Time: 2m 14s



Connect Kiro Crew to Dynatrace

A purpose-built Crew app brings Dynatrace context into persistent agent workflows.

Install dtctl

Install once

‘ Connect your tenant
The Crew app installs dtctl and the integration workflow.

Sign in with Dynatrace
9 4 Access token
Recommended - no token

For automation or no SSO
needed

Choose authentication YOUR ENVIRONMENT URL

Sign in with Dynatrace, or use an access token for automation

and non-SSO environments. https://hgd83841.apps.dynatrace.com

This is the URL you open in your browser to use Dynatrace.

Keep work mOVing 3 = You're connected

Sessions can investigate, create artifacts, and continue
without a developer waiting at the terminal.

Kiro Crew app example - Dynatrace



n KIRO CREW I<

[C) Sessions
Schedule
o% Artifacts
Apps

(@ Discover
oo

oo Library

@ Dynatrace

£ Task Runner

# Dynatrace

4

Services

UNHEALTHY

DynaTraceLambdaApiGatewayEnvi-
ItemsHandlerFBO9CCF4-
ZKWCQOYSuSedr in us-west-2

1

recent

ingestion-demo-s3-writer in us-
west-2

Run a command

WATCH

DynaTraceLambdaApiGateway-
GetltemByldHandlerB513D6-
1pIRUKRBqJ99 in us-west-2

12 recent

frontend

2 recent

requestlogger

1recent

Smart (w:

HEALTHY

agentcore-de

agentcore-de

app

backend

bot-action

® Tight - cap: 6 N @ 1.1K/10K Q Request a Feature o
DynaTraceLambdaApiGatewayEnvi- %

ItemsHandlerFBO9CCF4-ZKWCOQOYSuSedr in us-west-2

DETAILS

Name DynaTraceLambdaApiGatewayEnvi-
ItemsHandlerFBOSCCF4-ZKWCOYSuSedr in us-
west-2

Type SERVICE

Entity ID SERVICE-604A99F5338C9A07

ACTIVE PROBLEMS

Lambda arn:aws:lambda:us-west-
ERROR 2:939328548145:function:DynaTraceLambdaApiGatewayEnvi-
ItemsHandlerFBO9CCF4-ZKWCOYSuSedr Failed

ERROR  Multiple service problems P-2609326

RECENT PROBLEMS
Lambda arn:aws:lambda:us-west-
ERROR 2:939328548145:function:DynaTraceLambdaApiGatewayEnvi-
ItemsHandlerFBO9CCF4-ZKWCOYSuSedr Failed
LINKS

Open in Dynatrace 4



[}@U@@ Sessions

Cloud sessions — the unified agent harness, in the cloud

A cloud session runs the unified agent
harness in a managed cloud sandbox
tied to your Kiro account — not a
single app.

Start a task in the browser, hand it off,
close the laptop, and resume from the
CLI or IDE. Launch from the terminal
with kiro-cli --cloud.

You control what each session can
reach: network access, MCP tools,
powers, and secrets.

B RRO

Automations

+  New session

(D)

Sessions

Active

(—

Name ¥

Sessions = Showall

v Ungrouped
@ Project Overview Discussion
O Expand multi-herd testing

O Assess production health

(O | appreciate you asking me to c...

M mimjasov+kiro@amazon.com

aws
SN

Project Overview Discussion

°
Expand multi-herd testing

°
Assess production health
| appreciate you asking me to conti
what you're loo...

Total sandbox time used this month: 2 hol
v

Session ID

ba92d99f...

=

P

749c8eb6..

&

Repos

Group

Status
N2

Active

Welcome to Kiro CLI V3!
Upgrade your V2 agent configurations to V3 with /upgrade-agent
https: //kiro.dev/docs/cli/v3/

Prefer the previous experience? Launch with kiro-cli --v2

O Search

Last updated ¥

Sep 23,2026, 11:38
AM

Sep 16, 2026, 11:23
AM

+ New session

Actions

Tip: Press Ctrl+R to reverse-search prompt history; press again for older matches, Esc accepts.

What's new: Cloud sessions, specs, expanded hooks, and an improved trust model.

ctrl+o to expand
v Connected to kiro.dev
v Cloud session created

® Fetching your cloud config
L toolName=fetch_cloud_config

® Fetching your learnings

L toolName=get_learnings_for_prompt,

® Fetching steering files
L toolName=get_steering_files

Default Claude Opus 4.8 ic ® 1%

> [lask a question or describe a task «

1imit=50

/sessions to resume -

Cloud (Preview)

/copy to clipboard




The best model is the one that fits the job

Choose across OpenAl, Anthropic, and open-weight models — or let Auto route for you.

OpenAl Anthropic Open-weight
GPT-5.6 Sol - Terra - Luna Claude Opus - Sonnet MiniMax - GLM - DeepSeek - Qwen
Long-horizon reasoning Planning + self-verification Long agentic sessions

Terminal workflows Complex debugging Repository-scale context
Tool coordination End-to-end feature work Specialized workflows

AUTO — RECOMMENDED - Frontier-model routing with automatic fallback

You control the model — or delegate the choice to Kiro.



Your code is now deploy
Let's move to Ops



5

On-demand SRE task handling

Drive operational excellence with

an that Autonomous incident response
resolves and proactively prevents

incidents in | Proactive incident prevention
environments

aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\_/7



AWS DevOps Agent: Transforming Incident Response and Operations

© 750 80% >90%

Average Faster Pass rate

Range: 50-83% 42 min — 8 min per incident Across 85 tested scenarios

RESOLUTION SPEED IMPROVEMENT

8 5X 17%

Faster WGU MTTR reduction
Range: 7-10x faster 2 hrs — 28 min investigation
aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N



Custom SRE Agents

Encode expertise. Automate repeatable operational workflows.

Agents  ecs-performance-monitor

ecs-performance-monitor

Agent Definition  History  Triggers

Tailored to your environment

Define the goal, prompt, curated MCP tools, and specialized
skills.

Run when the work needs to happen

Invoke on demand or on a recurring schedule inside an Agent
Space.

Reduce repetitive SRE toil

Apply consistent operational rigor and produce reusable
artifacts every time.

Examples: daily health reports - anomaly reviews - cross-
service readiness checks



Bring production intelligence to the developer

From alarm to fix — without leaving the IDE

Shift left reliability

Run proactive reliability checks before code
leaves the desktop—not after it breaks
production.

Use production context

Review architecture, incidents, topology,

and operational signals alongside local
workspace context.

Automate the check

Invoke release-readiness reviews from a
Kiro hook after substantial spec tasks.

& &8 O B

5

File Edit

Selection

View Go ©°° & = O database_insights_demo 04 (0 @ @ =

= Power: AWS DevOps Agent X

grw
@ main*

m
=/

®o/lNo

W
AWS DevOps Agent

¢ Al agent for AWS operational intelligence. Investigate incidents, optimize costs, review architecture, map topol...
by AWS
&) Try power W Uninstall C Check for updates

Description

#devops | | #investigation | | #incident | | #troubleshoot | | #root-cause | | #operational | | #alarm | | #cloudwatch

#mitigation #outage | | #latency | | #cost | | #optimize #topology | | #architecture | | #review | | #knowledge

#chat | | #runbooks | | #ec2 | | #lambda | | #ecs | | #fargate | | #rds | | #s3 | | #vpc | | #elb | | #alb | | #iam

#security-group #cloudfront | | #route53 #ssm | | #kms

Al agent for AWS operational intelligence. Investigate incidents, optimize costs, review architecture, map topology, chat with the
agent, and get remediation — all enhanced with your local workspace context.

@ GitHub Repository

Y& MCP Configuration

Open powers config

Vv AWS: profile:default > Amazon Q @ @ Autocomplete %} Report issue M Kiro Power Overage 16991.08 ($679.64) updated 3m ago

[=]

@ o



Demo - Bot app architecture

bot-action

/ \ Events

— [ bot-service > bot-forge

/
/
4
/
/
You /

bot-schedule —>

Schedule

aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\_/7
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Config



Pushing a bug to production

see & 9 ) bot-app 1} 8] -
O BPORER. 1, (2 C [ = ® FAULTS.md ©apppy o - New Session » + x
v github | workflows bot-forge > & app.py
o ! deploy-bot-action.ymi 0 det get_cache lock(key):
1
! deploy-bot-forgeymi 57 Uses Rlock (reentront lock) by default to allow the same thread
D ! deploy-bot-schedule.ymi sa to acquire the lock multiple times. Change to Lock() to trigger deadlocks.
; " .
! deploy-bot-service.yml
R £ 60 with cache_locks_lock:
(1) deploy-cak.yml 1 if key mot in cache_locks: 2
of ) kiro cache_locks [key] = threading.RLock() ¥ Use RLock for safe reentrant locking
+ bot-action 63 return cache_locks [key]
g @ app.py -
5
o E b h‘w 88 class BotComfig: i
5 {} cloudwatch-agentjson 67 “=“got configuration object with serialization support“=* ’
£ requirements.txt 68 Z.
« bot-cdk 49 def __isit__{self, bot_id, response_metadatasMone, itessNone): ] H
+ « bl ™ self.bot_id = bot_id Let's build
L 1 solf. response_metadata = response_metadata or () Plan, search, of bulld anyitteng
bd " OWCOKO.1 72 self.item = item or {}
B bot.cok s 3
1 bot-cdk ts 74 de? to_cache_json{self): =)
X . 151 Spec
> odicaut 5 "r"Serialize bot config to JSON-compatible dict™" - Vibe
: - retuen R e B e B B Pisn livet, then Suilld Croste
' 77 ‘bot_id*: self.bot_id, sod fterate as you discover needs. mﬂt"ﬁ"“ S~
» gateway-lambda g ‘ResponseMetadata’: self.response_setadata, o b
> gateway-lambda-layeriess 79 ‘Ttem': self.items
> lib :T ¥ Great for:
- node_modules 82 eclassaethod « Ragid sxploration and testing
> test 8 def from_cache_json(cls, datal: * Buliding when requirements we unclesr
.gitignore a1 we peserialize bot config from JSON-compatible dict*™* * Wpie—ng & taek
.npmignore s ¥ Validate that we only have expected flelos
{} cdkjson 38 expected_fields = {'bot_id', 'ResponseMetadata’, ‘Item')
3 4 a actwal_fields = set(data.keys())
s jest.config.js a8
{} package-lock json a9 if actual_fields != expected_fields:
{) package json @ extra_fields = actual_fields - expected fields
| README.md -
£ requiroments.txt PROBLEME  OUTH DESUG CONSOLE  TERMINAL POWTS f'—\_ﬂ“ ' ;‘ @ — o 3
tsconflg.js0 © Gyanascok@Gic7e67besl6h bot-app % git status
- ) L On branch main
v bot-forge Your branch is up to date with ‘origin/eain’,
t PRy nothing to commit, working tree clean I
£ bot_config_service. log dyanacekgéc7e67beatéb bot-app % ¢/
Q () cloudwatch-agentjson *
¥ FAULTS.md !
@ £ requirements.txt # S Clauce Soneet &5 ~  Autoptot @
. * upgrade_cache_ongine.py
lpot-app DOo/MG N Col31 Spaces: 4 UTF8 Pymon Astocompistes I Report msue [ Xiro P 383 6 / VD00 updated 1 7m ago
aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Dynatrace detects the problem

Dynatrace [E Browse all

Search

" Getting started with Dynatrace A Home

Apps

Dashboards Welcome to Dynatrace! Get started with monitoring your environment

Problems OneAgent
[=~] .

P S

% [ y ect ¢ OpenTelemetry aws  Amazon Web Services /A Microsoft Azure

Notebooks

Vulnerabilities 1— Guided start

3 Google Cloud Platform 2 o

lar €
Experience Vitals

| Services » Not ready to ingest your own data? Fast forward and explore all apps with demo data Explore live demo [2

Kubernetes
Explore apps
Clouds

Unified observability & security
Infrastructure & Operati...

Logs . % V./ \ 3 N

ns Vulnerabilities Experience Vitals ervices ( Infrastructure &

Distributed Tracing Operations

Analytics and automations platform
Credential Vault

.
Workflows llr I a

Notebooks Workflows S ity Security Explore Business

Investigator nts

&« Collapse

@ Support

o David Yanacek

o ———_— - v

https://ocw19306.apps.dynatrace.com/uifopenApp/dynatrace.settings/

aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\_/7




AWS DevOps Agent investigates — in

a ra ll Incidents Failure rate increase (P...

Investigation timeline Root cause Mitigation plan

+5m51s Now | have all the evidence needed. Let me write the final investigation report.

Root cause
+5m51s Commit a12fb79 adds 'timestamp’ field to cached payload that bot-forge's strict deserialization rejects with ValueError

Commit a12fb79 (‘add timestamp to cached bot config') adds "cached_payload["timestamp"] = time.time() * at line 214 of bot-forge/app.py before
storing in the in-memory cache. When the cache is subsequently read, *BotConfig.from_cache_json() " at line 94 performs strict field validation that
only allows exactly {"bot_id", "ResponseMetadata", "Item"}. The extra "timestamp" field causes a ValueError('Invalid bot config format: Unexpected
fields: {"timestamp"}') on every cache hit, which is unhandled and results in HTTP 500 Internal Server Error. The first request per bot_id succeeds
(cache miss » DynamoDB read), but all subsequent requests fail (cache hit - deserialization ValueError). CloudWatch logs confirm 543 ValueError
occurrences starting at 18:05:55 UTC, sustained at ~60 errors/minute. This commit was previously introduced (2677357), reverted (094e4fb), and
then re-introduced as a12fb79.

+5m52s Investigation completed

Context used for investigation 31% ===

Was this investigation helpful? Your feedback helps us improve. ¢y &P

aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N




Root cause: commit a12fb79

Observation bot-action returning 500s due to bot-forge (botforge.bot.internal) returning 500 Internal Server Error

Bmesa bot-action (port 8002) is called by bot-service and in turn calls bot-forge (botforge.bot.internal). Starting at 18:05, bot-action consistently logs 'bot-

forge error' with HTTP 500 from botforge.bot.internal for ALL bot IDs (bot-001 through bot-005). This results in bot-action returning 500 to its caller
(bot-service) using python-requests/2.32.3. 48 errors were logged in the primary window from bot-action, all pointing to bot-forge as the failing
dependency. The caller IPs (10.20.10.167 and 10.20.11.8) are bot-service instances. Baseline also shows errors (16 in prior 50 min window) indicating
bot-forge was intermittently failing before the sustained failure began at ~18:05-18:07. The root cause is bot-forge returning 500 INTERNAL SERVER
ERROR.

bot-action receives 500 Internal Server Error from botforge.bot.internal for all bot IDs, sustained from 18:05 onward

Source: Cloudwatch

[2026-06-08T18:05:552] [2026-06-08 18:05:55,849] ERROR bot-action [!dt dt.trace_id=662faul0uc9e9eu8cealblIe5feeced28e,dt.span_id=208ubd
85256051, dt.trace_sampled=true] bot-forge error for bot_id=bot-001: 500 Server Error: INTERNAL SERVER ERROR for url: http://botforg
e.bot.internal/bot/bot-001
[2026-06-08T18:07:552] [2026-06-08 18:07:55,887] ERROR bot-action [!dt dt.trace_id=d37u849521d769bclbe559540256882a,dt.span_id=43a872
af61199d52,dt. trace_sampled=true] bot-forge error for bot_id=bot-001: 500 Server Error: INTERNAL SERVER ERROR for url: http://botforg
e.bot.internal/bot/bot-001

[2026-06-08T18:07:56Z] [2026-06-08 18:07:56,472] ERROR bot-action [!dt dt.trace_id=6a7cb61a258dbb5085fb2u62639ad3bu,dt.span_id=bd700e
623c6b298f, dt.trace_sampled=true] bot-forge error for bot_id=bot-003: 500 Server Error: INTERNAL SERVER ERROR for url: http://botforg
e.bot.internal/bot/bot-003
[2026-06-08T18:07:562] [2026-06-08 18:07:56,775] ERROR bot-action [!dt dt.trace_id=d01f378bau27a7ab6UcfOfd2elicadb76,dt.span_id=c96426
75880d2f17,dt . trace_sampled=true] bot-forge error for bot_id=bot-004: 500 Server Error: INTERNAL SERVER ERROR for url: http://botforg
e.bot.internal/bot/bot-0064
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Roll back first, ask questions later
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From build to operations — one continuous loop

We saw the loop. Next, we'll zoom in on Dynatrace — then put it into practice.

-

.

~

J

I N\ [ ) 4
DETECT +
DEFINE + BUILD DEPLOY CONTEXT LEARN + IMPROVE
Kiro Your application Back to development
Dynatrace AWS DevOps Agent
J VL _J .
< Production insight becomes context for the next change
WHAT'S NEXT \
Dynatrace deep dive —  Hands-on workshop
\ See how Dynatrace adds observability, topology, and operational context — then apply the pattern yourself. J




Thank you!
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